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Using Privatefirewall

Main Menu

(Accessed from the Windows Desktop by clicking on Start/Programs/Privatefirewall 7.0/Privatefirewall 7.0)

Main Menu controls include Internet and Network Security settings, Trusted Sites/IP
Addresses and Blocked Sites/IP Addresses. In addition, three different sets of rules and
settings can be maintained based on the current Firewall Profile, which can be either
"Home", "Network", or "Remote". Each Profile can be viewed by selecting the appropriate

Profile Icon from the top Menu Bar.

Privatefirewall 7.

o

URLAP Address | Met Mask URL/IP Address | Met Mask

| 4dd || Edt | |Remove|

| #dd || Edt | |Remove
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Internet Traffic (packet) Filtering

Privatefirewall monitors incoming and outgoing Internet traffic. This traffic consists of
blocks of information called "packets" that can travel between any 2 computers on the
Internet or local network. Packets can be allowed, filtered, or denied based on the level of
filtering desired.

Allow Internet Traffic — This allows all incoming and outgoing Internet
m Traffic and provides the least amount of protection.

Filter Internet Traffic (RECOMMENDED) - This allows Internet access
.m while maintaining maximum protection from incoming intrusion

attempts. NOTE: All rules under Internet Security, Network Security, and Application
Settings will be enforced only if this setting is selected.

Deny Internet Traffic - This blocks all incoming and outgoing Internet
traffic and effectively locks down your computer. This is useful for

computers with broadband connections that are left unattended.

System Security (for Internet and Internal Networks)

Internet Security - Various levels of protection can be specified for accessing the Internet.
For most users, the 'High' setting is appropriate as it allows basic Internet access while
providing the highest level of firewall protection. The 'Low' Setting is only appropriate for
the most trusted environments where full system access is needed.

Network Security - Various levels of network protection can be specified. The appropriate
level should be based on the type of network where the computer is located. For most
users, the 'Low' level is appropriate as it allows file and printer sharing within the network.
The 'High' Setting will block all shared system drives, printers, and files. This may be
appropriate when using third-party or remote networks.
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Custom Security Levels — Selecting the

Customize settings for Internet zone X
Settings:
Microsoft Office Excel -

—:El Allow TCP (6) [5] from local (1024-65535) to remote

—:El Allow TCP (6) [5] from local (1024-65535) to remote
#1572 Google Talk

—E| Allow TCP () [5] from local (1024-65535) to remote
Dta Remote Desktop Connection

D—E| Allow TCP (&8) [5] from remote {1024-65535) to local
El Device Display Object Function Discovery Provider

—E| Allow TCP (&) [5] from local (1024-65535) to remote
=] Host Process for Windows Tasks

|:|—E| Allow TCP () [5] from local (1024-65535) to remote
[FE]] avast.setup

—E| Allow TCP (&) [5] from local (1024-65535) to remate
[#I™® PADGen - Portable Application Description File Generator| £

—E| Allow TCP (8) [5] from local {1024-65535) to remote

4| 1 | k

Reset custom settings

Reset [High - l [ Reset ]

Custom button from the Internet or
Network Security section displays a
dialog that allows one to establish a
customized set of rules for Internet
security by checking/unchecking the
available rules that have been configured
automatically or manually by the user.
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Network IP Addresses

New local area networks are detected [ Mew networks o - M"‘
automatically. The local area network —
IP Address and Net Mask can be set as Add this local netwark sites:
Tru.sted or Untrusted VYIthIn the Home, — —
Office, or Remote profile (see
192,168,20.0 255,255.255.0
screenshot).
To Profile: (T'Home @ Office ) Remote

Profile's current local network settings:

IP Address Met Mask

Trusted J [ Untrusted

I —
© 1999-2013 PWI, INC. / Privacyware All rights reserved. Page 6
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All trusted and

#% |} untrusted network sites
can be viewed at any
__ time by selecting the

l' Internet § IP Address Met Mask | Sites button from the

Yijmun Halo L Denfila
Local Network sites

Trusted netwark

& 192.168.20.0 255,255,255, | . Network Security
Edit... : section (see screenshot
Drefaul I
left).
Remove '
] F m b

o g
23 Network S ntrusted netwaork

Cuizh
IP Address Met Mask ]
Default ik 169.254,0.0 255,255,0.0 !
_ ik 192,168, 1.0 255,255,255, Edit... i
Sites |
o Remowve |
a Truzsted Site 1 m | r !
URLAP Addres
[ (04 ] [ Cancel ]
. F &
- [
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Internet Websites / IP Addresses

€@ Trusted Sites ¢ IP Addresses Any Internet website or IP Address can be allowed access
UBLAR Address | Het Mask to your computer. Adding a trusted site that is frequently
accessed will reduce the number of pop-up alerts for that
specific IP. Similarly, if 'www.trust....com' is a trusted
website, the user can add this site to the Trusted Sites
section. These additions will prevent any future related
pop-up alerts.

BF101.10.101..
& www trust..,

| add || Edt | [Removel
When operating Privatefirewall in Manual Control mode @ k |
with the Display Alerts for blocked incoming/ ' Pﬂ[ ef FI ter

outgoing packets option selected, whenever an

access to the user's system, a pop-up alert will appear Privatefirewall has blocked incoming
that includes the date, time, type of packet, and IP UDP (17) packet from

159,254, 114,588: 1900 (UPnP) to
address. These pop-ups can be turned off (the 239,255,255, 250: 1500 (UPnF)
information will continue to be logged/stored in the [ Do not display these alerts again
firewall log), and/or the More Information... link can be More Information ...

selected to view additional details about the packet.

Similarly, any Internet website or IP Address can be blocked from your computer by clicking
on the Add button from the Blocked Sites / IP Addresses section and entering the
appropriate site / IP Address.

€9 Blocked Sites / IP Addresses

IRLAP Address Met b azk,
BF125.125.125.125
@ v, badsite, com

| add || Edt | [Remove]

I —
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Adding Websites / IP addresses P [i_',j_J1

Trusted or blocked websites / IP addresses
can be added by clicking on the Add button

" Single computer

from the Trusted or Blocked Sites / IP IP address:
Addresses section in the Main Menu and
entering the appropriate information. Entire _ Network
Local Area Networks can be added by =]

. == _ [P address:
entering the root IP address and the i E E

Network Mask. Internet websites can be
entered by selecting the "URL" section and
entering the site in the "Host Name" field.

Metwark mask:

@ URL

Host Mame: | www.badsite.com

Add ] I Cancel

XMAS and NULL Scans

While Privatefirewall does not display any special type of firewall alerts for XMAS and NULL
scans/traffic, it detects, blocks and logs these events as "XMAS scan detected" or "NULL
scan detected" to the firewall log.

Firewall alerts are enabled when Privatefirewall is operating in Manual Control mode.
Regular Packet Filter alerts are displayed indicating the specific port number, but does not
reference XMAS or NULL scan.

© 1999-2013 PWI, INC. / Privacyware All rights reserved. Page 9
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Applications

The Applications Setting screen consists of all the firewall rules that Privatefirewall is
enforcing for the Applications listed. The screen includes the Application and file executable
name, version number, number of rules being enforced, and the classification of the rules.
Privatefirewall can either allow or deny incoming or outgoing traffic for each access attempt,
or ask for a decision upon every access attempt.

X | J_',':rL\'.'”I SETWILES }_',"‘.‘tL\'.'”I SETVILES ] i‘i TTILET

APPLICATIONS 5 ]avast! Service AvastSvc.exe 5.0677.0 1 M\ Filter
L) avast.setup avast.setup 1 M\ Filter

PROCESS MONITOR 7 pevice Display Obj... DeviceDisplayQ.. 61.760016.. 1 A\ Filter
ftp.exe 6.1.760016.. 1 M\ Filter

#_'|File Transfer P
] FIREWALL LOG ile Transfer Progr

&) Set Allrules to Allow Traffic

(L3 Google Installer ' Filter
PORT TRACKING gsm;em [1 Set Al ules to Fiter Traffic | ﬁ i
@ GoToMeeting @ Set All rules to Deny Traffic L\s Filter
El Haost Process for W Customize rules___ ol i‘\ Filter
% ]Host Process for W M\ Filter
& IDVault Remove application L\ Filter
q 5 ]IDVaultve Add new application... A\ Filter
| "_félnternet Explorer Advanced Application Settings L Filtes
[£: Java(TM] Platform Restore default seftings A\ Filter
Java (TM) Update CTTI0CAECK €0 TUTE M\ Filter
2 ]Local Security Aut... lsass.exe 6.1.760016.. 11 M\ Filter
[% Microsoft Office Ex... EXCEL.EXE 12065455.. 2 M\ Filter
AN A Lo e 1) SLLACLAR FUVT EET.FILLE E W i
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Advanced Application Settings (accessed from File/Settings/Advanced application settings)

Some applications allow other applications to control their actions, which means that the
'primary' application may be protected, but the 'secondary' Parent application may be
permitted to access the Internet through the primary application. The Advanced
Applications settings screen lists these 'secondary' Parent applications that have attempted
to access the Internet or network through a 'primary' trusted application. Each application
in the list can be set to Allow or Block Access.

P B’
Advanced application settings ‘ ﬁ
T —
Parents | Processes
The following applications may attempt to gain access through other
applications. Select any process to change its access properties.
Application Version Image Path =
o.a'u'astsuc.exe 5.0,677.0 c:\program files'alwil s
OExrastui.exE 5.0.677.0 c:\program files'alwil 5
X cmd.exe 6.1.7600,1638... cwindows\syswowa4E
Ian:rru:.l.exe 6.1.7600.1638... o'windows\system32'
'acsrss.exe 6.1.7600.16358... o'windows\system32'
lolesq:ull:.irler.leme 6.1, 7600,1638.,. o'windows‘\explorer.e—
aexplnrer.exe 6,1.7600,1638... c'windows\syswowg
Oﬁreﬁax.exe 1L9.1.3 c:\program files (x58a6)'
l°g|2|'n513rt.EJ(E 4,5 Build 457 c:\program files (x5a6)"
Iogmu:ng|IEU|:u:.|ate.Eme 1.2,183.21 c:\program files (x58a)"
Oiduault.exe 5.8.920.00 c:\program files (xB86)'
aiE!{pbrE.E}(E 8.00.7600.163... c:'program files (x88)'
ajauaws.exe 6.0.130.3 c:\program files'javalj
lujaﬁwal'.ws.lexne 6.0,220.4 c:\program files (x8a)"
ajunipersedeien. w  20.0.3217 c:users\gsalvatoapp
ajusd‘lEd.ExE 2.0.2.4 c:\program files (x86)" -
;‘| 1] [ 3
| [ Remove ] [ Reset ] [ Help ] [ Close J
T —— — = e = 7

© 1999-2013 PWI, INC. / Privacyware All rights reserved. Page 11
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Application Detection (Firewall) Alerts

When an application first attempts to access the Internet, L= \ ,
Privatefirewall will display an Application Detection alert and %’ Uuigmng Tfl’]ﬂl(
ask to either allow or block access (see Privatefirewall Settings
-> Security Alert and Threat Management Options section of Steam_exe (PID 2456)

this guide for more information about event filtering and Valve

alerting). [] Trust this Publisher

This application is cumenthy
Selecting the Options button will display additional options that | attempting to access the Intemet.

. . .. To block this application, click, 'Elock!
will allow you to Trust this process, Enable Training or or ignare this alert, TF vou are
Terminate the Process. cerkain this activity is nok malicious,
select "allow’, Otherwise, block, this
application ar click 'Details/Options'
for more information.

Trust this process NOTE: Privatefirewall will display

. the Tray Alert for 30 seconds. If I Allow {15) J [ Block ]
Enable training no action is taken, the alert
Terminate process will expire and the activity will be Options Details...
" | Blocked.

[ COptions ]_Details...

Options - Trust This Process

Trust this process on the tray alerts allows you to Allow all activity related to a particular
program or process (rather than selecting simply allowing only the activity specific to the
alert (i.e. Open Processes, Interprocess Communication, etc.).

Options - Enable Training

Enabling Training via tray or full alert:

The Enable Training option can be selected by clicking on the Options button on the
Privatefirewall firewall, process detection or process monitor tray and full alert (full alerts
are displayed in Manual Control mode or invoked by clicking "Details...” from the tray
alerts). Selecting this option activates a training period of 180 seconds and allows all actions
(just as in the initial/normal training mode), except those that were blocked previously. The
training period is extended automatically (restarts the 180 second clock) for every new
driver event that occurs within the initial or subsequent related 180 second period. This
“temporary” or “on-demand” training is disabled if and at the moment when the user
changes any setting via File | Settings or once the 180 second period has expired.

Enabling Training via the Tray menu:

Training is also available via the Privatefirewall tray menu (to accommodate scenarios
where, for example, one is installing/using something new and would like to initiate training
in this temporary or activity-specific manner). A check mark next to the “Train” tray menu

© 1999-2013 PWI, INC. / Privacyware All rights reserved. Page 12
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item will appear if the “Train” option is activated manually or via an alert and remain
checked/active based on the same logic as Enabling Training via tray or full alert.

Enabling Training via File | Settings | Advanced Tab (for Firewall and Process Monitor
settings): In contrast to enabling training via Privatefirewall alerts or the Tray menu,
enabling training via File | Settings | Advanced Tab (for Firewall and Process Monitor
settings) will activate Training for as long as the check box is checked.

In all training scenarios, Privatefirewall will block only the activity that was previously
blocked (or configured to block). All new activity will be allowed and assimilated (“learned”)
as legitimate. The Training options should only be selected when you are absolutely sure
that the application/process is legitimate.

Options - Terminate process

Clicking the Terminate Process option will stop the relevant process.

Click 'Details..." in the Tray Alert to ; . . .
display an expanded alert which A Privatefirewall Alert - Qutgoing Traffic 4

provides more detailed information AFPLICATION CONTROL ENGINE

about the suspicious activity and Access to the Network/Internet has been blocked for:

additional threat management Webroot SecureAnywhere 8.0.0.15 Web Search
options (see right). The expanded Webroot Software, Inc, [] Trust this Publisher ~ View certificate
alert lists the program name, version

number, file path, and other details. C:¥Program Files\WebrootWRSA.exe ‘
If the ‘Web Search’ link is selected, a =
search containing the process Additional Information:

executable filename will be 9/19/2011 3:53: 11 PM PF has blocked outgoing TCP (8) [5] -
performed in your default browser. packet from 192.168.20,12:50076 to 50.18.46. 188:80 (http)

For processes with valid digital -
signatures, additional options enable

you to Trust the software publisher [ Remember this setting [7] Apply to all alerts
22:’Ici1\’?ceavtvethe Publisher’s digital [ Allow ] [ Train ] [ Terminate ] [ Blodk

NOTE: In Manual Control mode, the expanded alert will appear automatically and no Tray Alerts will be displayed.
Detailed Alert Management Options

Web Search - clicking the Web Search link provides a convenient way to learn more about
the subject application. The feature will start a web search using the system’s default
browser and search engine.

View certificate - It may be helpful and informative to view the details of the software
publisher’s certificate before making the determination that the publisher should be added
to the Trusted Publisher list. Simply click the View certificate link on the Expanded Alert to

© 1999-2013 PWI, INC. / Privacyware All rights reserved. Page 13
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invoke the dialog that contains the Certificate’s details.

Trust This Publisher - Check this box to add the software publisher to the Trusted
Publisher List.

Remember this setting — by default, the rule associated with that particular type of
activity is only remembered for the current session (after reboot, the rule will no longer be
valid/present). To remember the rule for subsequent same activity, check the Remember
this setting box. Related rules will apply to both the High and Low security levels.

Apply to all alerts - will eliminate the display of additional alerts for this process or
application by treating subsequent activity based on the same response to the initial alert.
Note: If the alert is firewall derived, the “Apply to all alerts” response will apply to all future
firewall alerts. If the alert is Process Monitor derived, the “Apply to all alerts” will apply to all
future Process Monitor alerts. In either case, related rules will apply to both the High and
Low security levels.

Allow - Clicking the Allow button will allow the specific action being attempted by the
program. Selecting Allow (with Remember this setting un-checked), will allow the activity,
but only for the current session (after reboot, the rule will no longer be valid/present).
Related rules will apply to both the High and Low security levels.

Train - Clicking the Train button will invoke Training mode.

Terminate - Clicking the Terminate button will stop the relevant process.

Block - Clicking the Block button will stop the specific action being attempted by the
program. Selecting Block (with Remember this setting un-checked), will block the activity,

but only for the current session (after reboot, the rule will no longer be valid/present).
Related rules will apply to both the High and Low security levels.

If an application attempts to load that was previously

% Access ﬂﬁempt ignored or blocked, Privatefirewall will generate an alert
with the choice of allowing or blocking the previously

»
blocked activity.

firefox_exe [PID 1272]
kozilla Corparation
[ ] Trust this Publisher

Thiz application iz attempting to
perfarm a restricted function, but
was previously blocked.

Select ‘Allaw’ to allow this activity
going forward. [gnore thiz alert or
zelect '‘Block' and the process wil
remain blocked.

[] Do not ask. again

| #low | | Biockie |

© 1999-2013 PWI, INC. / Privacyware All rights reserved. Page 14
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Program Changes
After an application has been installed and added to the Program List, Privatefirewall will
display an alert if the program version or version number has changed.

Privatefirewall Alert - Program Change 4 ¥

AFPFPLICATION CONTROL EMNGIME

This application has been modified or deleted since it was |ast accessed,
Firefox 1.8.1.6: 2007072518
Mazilla Corporation Wiew Certificake

Ci\Program Files\Mozilla FireFosxfirefox, exe

The change is likel leqitimate, buk could be due ko a krajan, viros or
other malware that could cause damage to vour system,

If wou recently deleted this program, select 'Delete setkings', IF you
recently upgraded or modified the program, select 'Keep setkings', IF
wou are unaware of a legitimate reason For the change, select 'Block.
program’ and investigate the issue Further (scan syskem For viruses
and malware),

kKeep settings ] [ Delete settings ] [ Block program

There are usually one of 3 scenarios when this alert is displayed:

1) The application has been updated or upgraded:

This is normal for many applications that have frequent update/upgrades. If this is the
case, select the 'Keep settings' button.

2) The application has been deleted:

This is normal activity as many applications are frequently added and deleted. If this is the
case, select the 'Delete settings' button.

3) The application is being substituted by a hacker/intruder by using the name of
the trusted application in order to gain unauthorized access.

This is commonly referred to as a Trojan Horse. The hacker creates a malicious program
that is designed to either cause damage or extract valuable information and assigns a
common name to the program (ex: Internet Explorer is usually named iexplore.exe). The
hacker then attempts to place this program into the directory where the common
application is usually placed (ex: c:\program files\microsoft office). If the hacker is
successful, the malicious application will be launched the next time Internet Explorer, or
iexplore.exe, is attempted to be accessed. If Privatefirewall is installed, the Program
Change alert will be displayed and the 'Deny Access' button should be selected so the issue
can be investigated and resolved.

© 1999-2013 PWI, INC. / Privacyware All rights reserved. Page 15
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Program Access Alert

A method commonly used by hackers to gain unauthorized
access is to launch a trusted application and gain access
through it via another ‘secondary’ or Parent application.
However, this activity is also a function of many trusted
applications operating normally when accessing the Internet.
If you are in the process of accessing the Internet with a
trusted application, the Parent application name may not be
common or recognizable, so it may be difficult to determine if
the activity is normal or malicious. If you receive an alert (see
right) and the application listed is related to any form of
current activity, it is most likely not malicious activity.
However, if the activity may be unrelated (ex: if the
application is not even open, etc.), it may be an attack
attempt and can be addressed
using Allow, Block and other

Trust this process

Enable training

Options investigated further by

Terminate process selecting the ‘Details..." link.

Options Details. ..

A Privatefirewall Alert - Access Attempt 4 ¥

AFPFLICATION CONTROL ENGIMNE
Access to the Metwork/Internet has been blocked for:
juniperext.exe

{no signature)

Web Search

% Access Attempt

juniperext _exe (PID 5336)
{no signature)
Trust this Publisher

This application is cumenthy
attempting to access the Intemet.
Tao block this application, click, ‘Block!
ar ignare khis alert, IF you are
cerkain this activity is nat malicious,
select ‘Allow’, Otherwise, block, this
application ar click 'Details/Options'
for more information,

| Mlow | [ Bock(1?) |

NOTE: Privatefirewall will
display the Tray Alert for 30
seconds. If no action is taken,
the alert will expire and the
activity will be Blocked.

Click 'Details/Options' in the Tray
Alert to display an expanded Alert,
which contains more detailed
information about the suspicious
activity and additional threat

management options. This alert lists
the program name, version number,
date, time, and incoming/ outgoing
IP address, and the 'parent
application' which was attempting to
be used. It will also specify whether
the Traffic is inbound or outbound
and provide several response options.
If the *‘Web Search’ link is selected, a
search containing the executable
filename will be performed in your
default browser.

c:Yusers\gsalvatoappdataocalitempijuniperext. exe

Additional Information:

»

juniperext.exe is attempting to access the network through the
following application: C:\Program Files (x36)Juniper Metworks
YWetwork Connect 6.4, 0'dsMNetworkConnect. exe

If this application is not related to any current user activity, -

9/19/2011 9:37:3% PM PF has blocked outgoing TCP (&) [S5]
packet from 192, 168,20, 12:52439 to 66.35.53.96:443 (https)

13

Remember this setting

| |

Apply to all alerts

[ Allow Train ] [Terminate ] [ Block ]

© 1999-2013 PWI, INC. / Privacyware All rights reserved. Page 16
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If an application attempts to load or perform any other action
but was previously ignored or blocked, Privatefirewall will
generate a special Access Attempt alert. To view a list of all
these types of applications detected by Privatefirewall, click on
'File/Settings/Advanced applications' from the Main Menu.

Application Rule Setting

@ Access Attempt

QBDBEMgr.exe
Intuit, Inc. {no signature)
Trust this Publisher

This process is attempting to run,
but was previoushy blocked.

Select "Allow’ to allow this activity
going forward. lgnore this alert or
select "Block’ and the process wil
remain blocked.

[ Do not ask again

| Mlow | | Bock@® |

0 Set All rules to Allow Traffic
Ay SetAllles o Filker Traffic
9 Set All rules to Deny Traffic

Customize rules.___

Femove application
Add new application...

Advanced application settingz

Reztore default setlings

Allow/Filter/Deny Traffic

Privatefirewall provides the capability to manually add,
remove, or modify rules for any installed application. Hackers
can disguise a program as a known application resource to
gain unauthorized access. Privatefirewall detects the
resources within each application that hackers may specifically
use and enables those resources to block any disguised
resources or hack attempts. Right-click on any application
within the Applications Page and the 'application pop-up'
menu will appear (see left).

Internet Traffic related to any application can be adjusted by selecting 'Set all rules to
Allow/Filter/Deny Traffic' from the application pop-up menu. The default setting for any set
of rules related to an application is 'Filter Traffic'. However, these rules can be disabled by
selecting either 'Allow' or 'Deny' Traffic. This may be appropriate when temporary access or
restriction is desired. Additionally, the rules that were created for that application will
remain in memory and will still be applied if 'Filter Traffic' is re-selected.

Remove application

The application can be removed from the Application List by selecting 'Remove Application’
from the application pop-up menu. This option will remove any protection that was applied

to the selected application.

© 1999-2013 PWI, INC. / Privacyware All rights reserved.
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Add new application

A new application can be manually added by selecting 'Add New Application' from the
application pop-up menu. Once this is selected, the executable file that corresponds to the
desired application must be selected. In addition, rules must be set manually for the
application in order for Privatefirewall to apply any filtering or protection.

Advanced Applications settings

The Advanced Applications settings screen lists applications that have attempted to access
the Internet or network through another trusted application. This is a method commonly
used by hackers to attempt to gain unauthorized access.

Restore default settings

Restore Default Settings will restore all default applications to the Application List. The
option only pertains to applications that are pre-loaded by Privatefirewall. The option will be
grayed-out for all other applications.

Customize Rules

Application rules can be customized by selecting 'Customize Rules...' from the application
pop-up menu. When selected, Privatefirewall lists the Program name, program executable
file name, program version number, and a listing of rules for that application (see below).
Rules can be added, removed, or modified by right-clicking on any rule.

Application rules Y
l
Selected application: Skype , 5.5.0.124
Executable file name: C:\Program Files (x86)\Skype\Phone\Skype.exe

Application rules

Enabled rules Proto TCP/UDP/ICMP settings Action H L IP Addresses
| Allow TCP (8) [S] from loc... TCP (5) 102465535 (user) : 443 Allow O
& allow UDP (17) from local... UDP {17) 1024-65535 (user) : 443 Allow (|
] Allow TP (8) [5] from loc... TCP (&) 1024-65535 {user) : 10..,  Allow O
| Allow UDP (17) from rem...  UDP (17} 1024-55535 {user) : 1900  Alow [ O
# Allow UDP (17) from local... UDP (17) 1024-65535 {user) : 10...  Allow O
| Allow TCP () [S] from loc... TCP (8) 1024-65535 (user) : 80 Allow O

Remaove Modify...

Prev ] [ Mext ] [ OK ] [ Cancel ]

. ",

Move Order of Rule
Using the Up and Down buttons will allow the order of the application rule to be prioritized
and processed as desired.
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Navigating through listed Applications
Navigation to the other listed Applications is possible by selecting the Prev (ious) or Next
buttons.

Remove application rule
An application rule can be removed from the Application List by highlighting an application
rule and selecting the Remove button.

Add New or Modify Existing Application Rules

i Ny
Add/Edit Rule |t

Description of rule:

Ftp Command Connection
Type of rule: Indude this rule in the following security levels:
@) This rule will Allow traffic ) This rule will Deny traffic (| High [CJLow

Always use this rule for these remote IPs:
Direction of rule:

|:| Thiz rule should be applied to all incoming packets IP Address Met Mask
This rule should be applied to all outgoing packets _!_! 192,168.1.1
Protocols

@ TCP packetsor  With local (network)  1024-65535 {user) -

_) UDP packets and remote 21 -
ICMP packets
ICMPvE error msg | Details Mumber of

ICMPw6 info msg

Generic IP packets  Protocol Edit Remaove

i
(=]
[§

[ 0K ] [ Cancel I

N A

The Add/Edit Application rule dialog provides various configuration options that enable even IP Address
specific application level communication control. Using this feature, it is possible to permit application
access to/from only certain IP addresses.

Examples:
1) Restricting ftp.exe: Remove both L and H zones. Check “Always use this rule for
these remote IPs”. Add 192.168.1.1 IP address. In this way, ftp.exe will only be able
to access the 192.168.1.1 IP address. All others will be blocked.

2) Restricting RDP: From System services, select the Enabled rules for RDP. Remove
the L and H zones. Check “"Always use this rule for these remote IPs”. Add the IP
Addresses for which connection to/from your computer should be allowed. For all
other IPs, the RDP port will be completely stealth.

In most cases where a custom rule is created for a particular type of activity/application/IP
address, the H and L security levels would likely be unchecked, but there are scenarios
where one might use a combination - for example, you might check the L security level to
manage LAN communication one way while FTP access via specific IP address only - so here
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both the L security level and the Always use this rule for these remote IPs would be
checked.

Privatefirewall provides flexibility in how a rule might be applied:

Use specified rule for -
1) Any hosts in H zone if checked
2) Any hosts in L zone if checked
3) Listed IPs if checked

Port-specific Application Control

Port-specific rules can be defined for any Application by using the available port ranges and
ports listed in the drop down fields or by manually typing single or multiple ports numbers
(i.e. either single port, like 101 or or single range like 101-204).

Unconditional Port Control
- Create port-specific (or range) Deny Rule for System services (Applications, System
services, Add new,...).

- Remove any conflicting Allow rules for specific applications (they will override the System
services port block). Current default Application rule logic works as follows: 1) check
application rules; if such rule exists (to deny or allow traffic) no further processing is
performed; 2) check System services application rules and exercise where application-
specific rules do not conflict/take precedence.
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Process Monitor

A process refers to a program that is currently running. For example, when Privatefirewall
is running, the corresponding processes, 'PFNet’ and ‘PFGUI.exe’ will run (visible in Task
Manager). Privatefirewall maintains a list of processes that are being filtered for potentially
malicious system API calls used by programmers and hackers to launch process
executables. Privatefirewall maintains a set of default processes that are related to
commonly used applications, such as Internet Explorer, and are set to 'Allow'. Non-default
processes that are detected by Privatefirewall will be set to 'Filter' if allowed or 'Deny' if not

allowed.

T Privatefirewall 7.0

[ ) |

MAIN MENU
APPLICATIONS

PROCESS MONITOR

Medium

FIREWALL LOG
PORT TRACKING

qmmmfirewall _Me

Yiew

Help

% B @ L]

Application
2] 7-Zip GUI

B Adobe Acrobat Spe...

5] Adobe PDF Broker ...
P8 Adobe Reader 9.4
5] Adobe Reader 9.4
BY Adobe Reader and ...
B Adobe® Flash® PI...
Elagcp.exe

Elavast! Service

B AXLBridge Madule
E]COM Surrogate
E]COM Surrogate

ElConsent Ul for adm...
ElConsnIeWindow H...

E]CutePDFApplication
@Dell ControlPoint

E]Dell Security Device...

E]Delucm

B Device Display Obje...

@ Firefox

‘L) Google Installer

Image Mame

Tzg.exe
reader_sl.exe
acrobroker.exe
acrord32.exe
acrord32info.exe
adobearm.exe
flashutill0l_act...
agep.exe
avastsve.exe
axlbridge.exe
dilhost.exe
dilhost.exe
consent.exe
conhost.exe
CpwWsave.exe
dell.controlpoi..
bermdeviceand...
dell.ucm.exe
devicedisplayo...
firefox.exe
googleupdate....

Office Profile

59 oty 4

# of rulés | Mode

| Werzion

4.65
9.4.0195
0.4.0195
0.4.0195
0.4.0195
1430
10.1.102.64
4.0.50826.0
5.0.677.0
190D R1
6.1.7600....
6.1.7600....
6.1.7600....
6.1.7600....
2731
1.2389
1.0.0.0
1.2315
6.1.7600....
1913
1.2183.21

17

1
1
2
1
3
2
1
1
1
2
2
1
1
3
3
1
3
1
9
1

QD Allow
A\ Filter
M\ Filter
A\ Filter
A\ Filter
A\ Filter
A\ Filter
M\ Filter
A\ Filter
A\ Filter
M\ Filter
M\ Filter
A\ Filter
A\ Filter
A\ Filter
M\ Filter
A\ Filter
M\ Filter
M\ Filter
M\ Filter
A\ Filter

o T+

Firewall ON - Filter Traffic

o e

Process Monitor

A process refers to a program
that iz currently running. For
example, when Internet
Explorer is running, the
coresponding process iz
ierplore. exe’

Tathe left iz a list of proceszes
that are being filtered far
potentially malicious system AP
callz that are uged by
programmers [and hackers] to
launch process executables,

The default processes are zet
to 'Allow’, and are commanly
uzed applications, such as
Internet Explorer.

Select the Medium’ zetting ta
mohitor processes related to
any application currently listed
within Privatefirewall

Select the 'High' zetting to
monitor all processes within
your sustern,

The Process Monitor can be set to either 'High', 'Medium’', or 'Off".

- The 'High' setting will monitor all processes running on your computer and will only
allow LOCAL/NETWORK services.

- The 'Medium' setting (default) will monitor processes related to any applications
currently listed within Privatefirewall and allow services running under system account.

- The 'Off' setting will disable the Process Monitor, but not any other Privatefirewall
functionality.
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Process Inspection Rules

Double-Click on any process within the Process Monitor menu for detailed information. For
each listed process, Privatefirewall monitors the WinAPI functions listed under the 'Function
column within the Process Monitor Rules dialog. Each WinAPI function has the option for
Privatefirewall to ‘Ask’, ‘Allow’, or ‘Deny’. If 'Ask’ is selected, Privatefirewall will prompt the
user as to whether the specific process function should be executed. If 'Allow' is selected,
Privatefirewall will allow the specific process function to operate without any user
intervention. If 'Deny’ is selected, Privatefirewall will not allow the specific process function
to execute. Default applications will set all functions to 'Allow".

r !
Process Monitor Rules 22

Application: Juniper Setup Client, 2.0.0.3217
Image FPath: .c;.‘users‘éséivatc; 'n,appu:léﬁ 'n.ruaminﬁ.‘n;juniper net'.r\'c:.r.ks.';

Process Manitor Rules

I=
%
o

Function Allow  Deny

* Create processes O ® O
= Open processes ® O O
= Create remote threads ® O O
= Terminate processes O] O 8]
= Sethooks = O O =
* Open threads = ) 9]
= Debug processes ® O O
* Read Keyboard State ® O O
*  Interprocess Communication ® O O
= Promiscuous or Raw sockets O] O O
- Adjust Privilege ® 8] O
= Simulate Input O] O 8]
*  Physical memary operations @ O o -
1 [ i ] »
[ oK ] [ Cancel J
L ~
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Process Monitor Alerts

If any potentially malicious process-related activity is detected,
Privatefirewall will display a Process Monitor alert and ask to
either allow or block access (see right). See Privatefirewall
Settings -> Security Alert and Threat Management Options
section of this guide for more information about event filtering

and alerting.

Selecting the Options button will display additional options that
will allow you to Enable Training or Terminate the Process.

Trust this process
Enable training

Terminate process

[ Options ] Details...

NOTE: Privatefirewall will display
the Tray Alert for 30 seconds. If
no action is taken, the alert

will expire and the activity will be
Blocked.

% Process Monitor

PRIVATEFIREWALL ALERT

GBDBMgr.exe [PID 4168)
[ntuit, Inc. [no signature]
Truzt thiz Publizher

Activity related ta thiz process has
been detected.

Tao block this application, click. ‘Block!
ar ignore this alert, IF wou are
cerkain this activity is not malicious,
select ‘Allow’, Otherwise, block this
application or click, 'Details)Cptions'
fFor more information.

| dlow | | Block(17) |

Detsis.

Clicking the 'Details...' link from the Tray Alert will display an expanded alert, which contains
more detailed information about the suspicious activity and additional threat management
options (see below). In Manual Control mode, the expanded alert will appear automatically
and no Tray Alerts will be displayed. The expanded alert lists the program name, version
number, file path, and additional details. If the ‘Web Search’ link is selected, a search
containing the process executable filename will be performed in your default browser.
Processes with valid digital signatures include additional options that enable you to Trust the
software publisher and View the Publisher’s digital certificate.
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A Privatefirewall Alert - Process Monitor 4%
RULES-BASED ALERT

Activity related to the following process has been blocked:

A Privatefirewall Alert - Process Monitor 4%
RULES-BASED ALERT

Activity related to the following process has been blocked:

QuickBooks Database Manager 10.0.1.3712 (32... Web Search IDVault 5.8.1111.00 Web Search
Intuit, Inc. {no signature) White Sky, Inc. [ Trust this Publisher ~ View certificate
C:\Program Files (x86)\Intuit\QuickBooks 2009\QBEDEMar.exe - C:'\Program Files (x86)\ID Vault\IDVault. exe -

Additional Information: Additional Information:
An attempt to write to & protected registry area has been - An attempt to write to a protected registry area has been -
detected. detected.

Key Path: HKEY_LOCAL_MACHINE\SOFTWARE WMicrosaft
Wiindows NT\CurrentVersion\Image File Execution Options -

If this event is not related to legitimate system use, select ‘Blod:' and
investigate the issue further.

Remember this setting
Apply to all alerts

[ Allow ] [ Train ] [Terminate ] [ Block ]

Key Path: HKEY_LOCAL_MACHINE\SYSTEM
\ControlSet00 1\services {Topip\Parameters -

If this event is not related to legitimate system use, select 'Blodk' and
investigate the issue further.

Remember this setting
[7] apply to all alerts

[ Allow l I Train I [Terminate J [ Block

There are several types of potentially malicious process-related activity that will generate an
alert. For example, the Process Monitor will detect attempts to create or change restricted
objects. Below are examples of Alerts that are displayed in these cases. For all alerts, if the
application or process listed is related to any legitimate activity, it is most likely not
malicious activity. However, if it is unrelated (ex: the application or process referenced is
not even running, etc.), it may be malicious activity and the “Block” button should be

selected so the issue can be investigated.

Detailed Alert Management Options

Web Search - clicking the Web Search link provides a convenient way to learn more about
the subject application. The feature will start a web search using the system’s default

browser and search engine.

View certificate - It may be helpful and informative to view the details of the software
publisher’s certificate before making the determination that the publisher should be added
to the Trusted Publisher list. Simply click the View certificate link on the Expanded Alert to
invoke the dialog that contains the Certificate’s details.

Trust This Publisher - Check this box to add the software publisher to the Trusted

Publisher List.

Remember this setting — by default, the rule associated with that particular type of
activity is only remembered for the current session (after reboot, the rule will no longer be
valid/present). To remember the rule for subsequent same activity, check the Remember
this setting box. Related rules will apply to both the High and Low security levels.

Apply to all alerts - will eliminate the display of additional alerts for this process or
application by treating subsequent activity based on the same response to the initial alert.
Note: If the alert is firewall derived, the “Apply to all alerts” response will apply to all future
firewall alerts. If the alert is Process Monitor derived, the “Apply to all alerts” will apply to all
future Process Monitor alerts. In either case, related rules will apply to both the High and
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Low security levels.

Allow - Clicking the Allow button will allow the specific action being attempted by the
program. Selecting Allow (with Remember this setting un-checked), will allow the activity,
but only for the current session (after reboot, the rule will no longer be valid/present).
Related rules will apply to both the High and Low security levels.

Train - Clicking the Train button will invoke Training mode.

Terminate - Clicking the Terminate button will stop the relevant process.

Block - Clicking the Block button will stop the specific action being attempted by the
program. Selecting Block (with Remember this setting un-checked), will block the activity,

but only for the current session (after reboot, the rule will no longer be valid/present).
Related rules will apply to both the High and Low security levels.
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Process Detection

In addition to processes being filtered for system API calls, Privatefirewall also maintains a
list of commonly used processes and provides an alert when an unknown process attempts
to launch.

s T ™
Advanced application settings L 2|
=
Processes
The following processes have been detected on this machine. Select
any process to change its access properties.
Process Versian Image Path =
aacrc:bruker.exe 9.4.0.195 c:\program files {x86}1|i|
oaaurdSZ.Exe 9,4.0.195 c:\program files (x8a)"
aadnbearm.exe 1.4.7.0 c:\program files (x58a6)"
aaestsrb"}.exe 1.0.64.6 c:windows\system32'
loagu:u::urEsnerﬁ.rin:\\a.EJ(E 4,2.1.24581 c:\program files (x5a6)'
Oagq:l.exe 4,0,50917.0 c:\program files (x56)"
OEiEgent. exe 6.1.7600,1638... cwindows\systern32'
oalssvc.exe 1.0.7.0 c:\program files (x8&)"
aapmsgﬁwd.exe 7.0.0.23 c:\program files'\delltp:
ﬂapntex.exe 7.0.1.29 c:\program files\delltp:
aapnint.exe 7.0,101,232 c:\program files'delltp:
aasfagent.exe L0.0.1 c:\program filesiintelle
laauvdic:uzlg.nexnue 6.1, 7600,1633... cwindows\systemn32'
Oavastsuc.exe 5.0.677.0 c:\program files'alwil s
OEuastui.exe 5.0,677.0 c:\program files'alwil 5
oaxlbridge.exe 19.0DR1 c:\program files (x868)" -~
i | m | b
Add Mew
[ Remaove ] [ Reset ] [ Help ] [ Close
L &

Managing Process Rights

Processes can be run with Reduced rights directly via a relevant tray or full alert, but can
also be managed via the Processes tab of the Advanced Applications Settings. Simply
highlight a Process and apply the right mouse click to Allow, Deny, Remove or run with
Limited Rights.

I luem:ulvc:urer.exe c:windows\explorer.exe

+ firefox.exg
Oﬂashuﬁll
Oftp.exe
aglrm:hat.
agffmhost.
lemma i

gglmsessi

\nroaram files (x86) \mozilla firefox\firefox.exe

Limited

Remove Application

ws\syswowadymacromediflash\lashutl 100_activex.exe
wslsystem32ifip.exe

am files (x86) \dtrix\gotomeeting\723\g2mchat.exe

am files (x8a6) \dtrix\gotomeeting\723\g2mhost. exe

am files (x36) \dtrix\gotomeeting\723\g 2mmatchmaking. exe
am files (x86) \dtrix\gotomeeting\723\g 2msessioncontrol.exe
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Additional Information
The Process Monitor also checks for any modification to the following:

File Extensions
exe
dll
msi
ocxX
com
vxd
sys
bat
cmd
pif
scr
hta
js
jse
Ink
reg
vbe
vbs
wsf
wsh

System Files
win.ini, system.ini, hosts

Paths
start menu\programs\startup

Registry Keys

shell\xxx\open (where xxx is any application)
software\microsoft\active setup\installed components
software\microsoft\windows\currentversion\explorer\sharedtaskscheduler
software\microsoft\windows\currentversion\shellserviceobjectdelayload
software\microsoft\windows\currentversion\explorer\shellexecutehooks
software\microsoft\windows\currentversion\shell extensions\approved
software\classes\folder\shellex\columnhandlers
software\microsoft\windows\currentversion\shellserviceobjectdelayload
software\microsoft\windows\currentversion\app paths
software\microsoft\windows\currentversion\run
software\microsoft\windows nt\currentversion\winlogon\shell
software\microsoft\windows nt\currentversion\winlogon\userinit
software\policies\microsoft\windows\system\scripts\startup
software\policies\microsoft\windows\system\scripts\logon
software\microsoft\windows\currentversion\policies\system\shell
software\microsoft\windows nt\currentversion\windows\load
software\microsoft\windows nt\currentversion\windows\run
software\microsoft\windows\currentversion\policies\explorer\run
system\currentcontrolset\control\session manager\bootexecute
system\currentcontrolset\services
software\microsoft\windows\currentversion\explorer\browser helper objects
software\microsoft\internet explorer\urisearchhooks
software\microsoft\internet explorer\toolbar
software\microsoft\internet explorer\extensions
software\microsoft\windows nt\currentversion\image file execution options
software\microsoft\command processor\autorun
software\microsoft\windows nt\currentversion\windows\appinit_dlls
system\currentcontrolset\control\session manager\knowndlls
software\microsoft\windows nt\currentversion\winlogon\system
software\microsoft\windows nt\currentversion\winlogon\notify
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software\microsoft\windows nt\currentversion\winlogon\ginadll
software\microsoft\windows nt\currentversion\winlogon\taskman
control panel\desktop
system\currentcontrolset\control\bootverificationprogram\imagename
system\currentcontrolset\control\print\monitors

software\pwi, inc.\privatefirewall

I —
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Firewall Log

The Firewall Log records incoming and outgoing packets, which are chunks of information
routed between an origin and a destination on the Internet or any other network; one of
which is your computer. As illustrated in the screen shot below, the 'home' IP Address is
192.168.0.2. NOTE: Your IP address may be the same address during every
Internet connection (called a "Static IP", used in most T1/DSL connections). Or,
your IP may change for each Internet connection (called a "Dynamic IP" used in
most Cable/Dial-Up connections).

Privatefirewall reports the following:

Time/Date - When the packet was detected.

Local IP - The Internet address to which the packet is traveling.

Remote IP - The Internet address from which the packing is coming from.

Protocol - The Network Protocol, or type of network connection used to send the packet.
Application - The name of the application to/from which the packet is attempting to be sent (if any).

Right mouse-clicking any entry within the Firewall Log will provide the following options:
Trust Remote (IP), Block Remote (IP), Copy Remote IP(s) to Clipboard, Copy Selection to
Clipboard, Clear Report, Save Report As, or invoke Advanced Reports.

p — \
%) Privatefirewall 7.0 - - R p——— e TS|
@natafirewal| file  Vew Help Office Profile Firewall ON - Filter Traffic

" ERITh e | ]
LN C ia 3
O NP 9l oy & .O.
MAIN MENU Time/D ate Local IP Femate IP Protacal Application 1 Eirewai Lo
1:26:19 PM 9/21/2011  [ff02:fb]:5353  [feBOnbaff61fifeled.. UDP (17) ]
P = This report displays incoming or
APPLICATIONS 1:26:19 PM 9/21/2011  224.0.0251:5353  192.168.20.11:5353 UDP (17) E| crmrmmrestims
1:26:15 PM 9/21/2001  [ff02:fb]:5353  [feBOubaff6lfifeled., UDP (17) been blodked by the firewsll, l
PROCESS MONITOR 1:2615PM 9/21/2011  22400251:5353  192.168.20.11:5353 UDP (17) o acket Details.
T 1:26:14 PM 9/21/2001  [ff02:b]:5353  [feBOubaff6lfifefed.. UDP (17) Time/Dste - When the packet |
1:26:14 PM 9/21/2011  224.0.0.251:5353  192.168.20.11:5353 UDP (17) wes detectsd.
12613 PM 9/21/2011  [ff02:fb]:5353  [feBOnbaff61fifeled.. UDP (17) Local/Remote IF - These are
Mediom 1:26:13PM 9/21/2011  22400.251:5353  192.168.2011:5353 UDP (17) (1= ocs) sndrEmots Inismet
12613 PM 9/21/2011  [ff02:fb]:5353  [feBOnbaff61fffeled.. UDP (17) |
12613 PM 9/21/2011  224.0.0.251:5353  192168.20.11:5353 UDP (17) Zrlmwl = Tz el v
connection used to send the
12613 PM 9/21/2011  [ff02:fb]:5353  [feBOubaff61fifeled.. UDP (17) packet.
L:26:13 PM 9/21/2001  224,0.0.251:5353  192.168.20,11:5353 UDP (17) - i
s Applicstion Mame - The file
PORT TRACKING 1:26:13 PM 9/21/2011  [ff02:fb]:5353  [feBOubaff6lfffeled.. UDP (17) name to which the packet was
1:26:13 PM 9/21/20011  224.0.0.251:5353  192.168.20.11:5353 UDP (17) attempting to be sent, (if any)
1:26:13 PM 9/21/2001  [ff02:fb]:5353  [feBOubaff61fifeled.. UDP (1T) e e
1:26:13 PM 9/21/2001  224.0.0.251:5353  192.168.20.11:5353 UDP (17) rule: has yet been oested are
d with th d i
1:26:12 PM 9/21/2011  [ff02:fb]:5353  [feBOubaff6lfffeled.. UDP (17) ”':“E e 'm"r‘;]
- P reflect incoming DED(ETS or
L:26:12 PM 9/21/20011  224,0.0.251:5353  192.168.2011:5353 UDP (17) T ———
11833 PM 9/21/2011 1921682012  192168.20.5 ICMP (1) Ec... sutgoing pacets [ Paset
12:56:20 PM 9/21/2011  [ff02:fb]:5353  [feB0ubaff61ffifeled.. UDP (17) blocked based on existing rules |
12:56:29 PM 9/21/2011  224.0.0.251:5353  192.168.20.11:5353 UDP (17) [o| 8re marked with gray icans. !

Log level control can be managed via the slide bar: Off, Low, Med, High. Low (only events
with red/blue icons are logged, i.e. which are not related to any existing rules), Medium (all
events except restricted IPs), and High (All firewall events are logged). Duplicate entries are
not logged.

Log entries that do not indicate an Application (Application field is empty), mean that no
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application was registered for this port or it is handled by the OS itself (i.e. port 137-139,
443), but is not allowed by current ruleset.

Advanced Reports

Firewall log records can be sorted by type and time of occurrence within Privatefirewall
Advanced Reports. This report can be accessed from 'View/Advanced Reports’. Reports can
be sorted by Web, Mail, or System access attempts. Each of these reports can also be
sorted going back 1 Hour, 1 Day, or 1 Week.

Note: Last 1 hour means last 3600 seconds, last 1 day - last 86400 seconds, (so reports could display data
spanning more than one calendar day, last 1 week - last 7*86400 seconds

Privatefirewall Advanced Reports lists the following:

Date/Time - When the packet was detected.

Local IP (Internet address) - The Internet address from which the packing is coming from.

Local Port - The port from the local computer involved in the access attempt.

Remote IP - The Internet address to which the packet is traveling.

Remote Port - The port from the remote computer involved in the access attempt.

Protocol - The Network Protocol, or type of network connection used to send the packet.

Application (if applicable) - The name of the application to which the packet is attempting to be sent (if any).

'@ Privatefirewall Advanced Reports == =
BEXx o @7
@i Log Reports Date,Time Local IP Local Port  Remote IP Remote Port  Protocol  Application -
-6 "“' Traffic Blacked for [#9:46:11 AM 12/2... 192.158.20.11 50555 131.107.114.76 443 TCP C:\Program Files (x86)\Microsoft OF. ..
""" Lot Lbiar [M5:30:04 M 12/2...  192.168.20.11 192,168.20.5 1cMP
""" Lottty [¥s:26:33 AM 12/2... 192.168.20.11 50180 208.71.123.78 80 TCP C:\Program Files\Alwi Software\Av...
[_@ bL E'T:' ;:::Z@ i s:20:27AM 12/2... 192.168.20.11 49932 6555197125 80 TP Ci\Program Fies\Alwil Software\av...
3 4 [¥ 2:20:27 am 12/2... 192.168.20.11 49934 ©55.55.197.125 80 TCP C:\Program Files‘Alwil Softwarelaw. ..
""" Last 1 Hour [¥5:20:16 AM 12/2... 192.168.20.11 50033 §5.55.249.87 80 TCP C:\Program Files\Alwi Software\Av...
""" Last 10ay [¥0:19:40 AM 12/2... 192.168.20.11 43926 £5.55.197.114 80 TCP C:\Program Files\Alwil Software\Av. ..
s Last 1 Week [¥5:19:40 AM 12/2... 192.168.20.11 43933 £5.55.197.114 80 TCP C:\Program Files\Alwil Software\Av...
=R Mail Traffic Bloked for [#0:19:40 AM 12/2... 192.168.20.11 43938 £5.55.197.114 80 TCP C:\Program Files\Alwil Software\Av. ..
""" Last Lhioe: [¥0:19:40 AM 12/2... 192.168.20.11 43977 £5.55.197.114 80 TCP C:\Program Files\Alwil Software\Av. ..
""" Last 1Day [¥9:19:06 AM 12/2... 192.168.20.11 49924 £5.55.149.121 80 TCP C:\Program Files\Alwil Software\Av. ..
i Lash T\ieek [¥]5:00:05 AM 12/2... 192.168.20.11 192.168.20.5 IcMP
= System!Traffic Haded for [#a:55:11 AM 12/2.., 192.168.20.11 49263 72.14.204.113 80 TCP C:\Program Files (x8)\Google\Upd. ..
""" S [#5:55:05 AM 12/2... 192.168.20.11 49263 72.14.204.113 80 TCP C:\Program Files (x86)\Google\Upd. .
""" Last 1Day [#5:55:02 am 12f2... 192,168.20.11 49263 72.14.204.113 80 TCP C:\Program Files (x86)\Google\Upd. ..
""" Last 1 Week [¥5:54:54 AM 12/2...  192.168.20.11 68.69.16.17 1cMP
=8 Processes Datected for [a:54:45 AM 12/2... 192.163.20.11 49247 72.14.204.100 80 TCP C:\Program Files (x86)\Google\Upd. ..
""" Last Lhioe: [#58:54:43 AM 12/2... 192.168.20.11 43247 72.14.204.100 80 TCP C:\Program Files (x86)\GoogleYJpd. ..
""" Last 1Day [M5:54:490 AM 12/2... 192.168.20.11 49247 72.14.204.100 80 TCP C:\Program Files (x35)\Google\Und...
""" LashTWesk [¥]7:26:45 AM 12/2... 192.168.1.100 52.150.201.214 IcMP
[ 7:26:45 AM 12/2...  192.168.1.100 62.150.201.214 ICMP -
Ready
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Port Tracking
The Port Tracking report monitors all system ports and protects them against any
unauthorized entry. The Privatefirewall Port Tracking report includes the following

attributes:

Application Name - Any application that may have access to the Internet or outside networks.
Process ID - The unique number assigned to every running process within the Windows environment.
Protocol - The Network Protocol, or type of network connection used to send the packet.

Local Address -

Your system's IP address.

Remote Address - This is the Internet address from where incoming packets are originating. This will display
either a specific IP, or if one is not currently detected, a status (such as "Listening for packets/connections").

[ Privatefirewall 7.0

MAIN MENU
APPLICATIONS

PROCESS MONITOR

FIREWALL LOG

PORT TRACKING

erivatefirewall

¥iew  Help

% D ﬂ [IITL_I-]
Application FID | Protocol| Local IP
&) Skype.exe 4464 TCP 0.0.0.00:80 (http)
Elmhost.ac! 812 TCP 0.0.0.0:135 {epmap)
aSky'pge:e 4454 TCR 0.0.0.0:443 (hittps)
E]system 4 TCP  00.00:445 (micrese...
Tsvchost.exe 4556 TCP 0.0.0,0:590 (fips)
E]svchost.exe 1184 TCP 0000:339
E]QBCFMonitorSe... 2560  TCP  0.0.0.0:5019
@ SEAMSve. axe 5306 TCP  00.0.0:18086
B wininit.exe 476 TCP  00.0.0:40152
Esvchost.exe §72 TCP 0000:49153
B ]svchost.exe W4 TCP 000049154
E]services.exe 524 TCP 000043156
B tenns exe 540 TCP  00.00:43157
T Skypeexe 64 TCP 0.0.0.0:50897
Esystem 4 TCP  192166.20.11:139 (n..
Esystem 4 TCP  192168.20.11:49198
geegletaliexe 4688  TCP  102168.2011:40240
Tl skypeexe 464 TCP  192168201149264
1B [DVault.eoe 4800  TCP 192.168.20.11:49280
[« OUTLOOKEXE 3156 TCP  192.168.20.11:49302
[« OUTLOOKEXE 3156 TCP  192.168.20.11:49304
[~ OUTLOOKEXE 3156 TCP  192168.20.11:49335

Office Profile

99 o4
Remots IP
Listening for connections
Listening for connections
Listening for connections
Listening for connections
Listening for connections
Listening for connections
Listening for connections
Listening for connections
Listening for connections
Listening for connections
Listening for connections
Listening for connections
Listening for connections
Listening for connections
Listening for connections

192.168.20.5:445 (microso..

T412503125:5222
G884 165.2547794
7214.204.103:80 (hitp)
192.168.20.5:17446
192.168.20.517446
192.168.20.5:1029

avelarsscs  A0RA  TOD  J001AR M 1163441 ORIMEAAIARENGN CAleesras B

Full Path

C:\Program Files {ﬂﬁ]\SlrE
CAWindewshsystem32isy| =
CAProgram Files {8575
Systemn

CAWindowshsystem3Zisy
CAWindows\system3isy
CA\Program Files (57 Cc
CAProgram Files (<B6])5u
CAWiIndowshsystem3diw
CAWindows\System3din
ChWindows\system3Zisy
ChAWindowshsystem3Zize
CAWIndaws\systemd2ile.
ChAProgram Files (xB8]\S5k
System

System

Calsers\ gaabesteippDa
CAProgram Files (xB6)\5k
CAProgram Files (xB6)\ID
CAProgram Files (xB6)\Mi
CAProgram Files (<86 Mi
CAProgram Files (B61\Mi—

I=la] &

Firewall OM - Filter Traffic

s

Poit Tiacking

Thez report morstors ol spshem
poits and protects them gt
any unauthonzed ening. In mozt
cazes, Privatefuewall goss one
step huther and makes ol
pshamm poits rrzible [Sleskh]
o all irdrudess. The tepord
nichudes:

Application Name - The: ks
any apphication that may have
access 1o the Intesret or
culside nedwodks

PID [Process ID] - Th iz &
unigue [ nismber azsigned o
EVETY naing process within
Window:

Protocol - Thes is the Network
Protocol, or fype of etk
connection used to send the
packst

Local Address - Thisis e
Indemet addiess of the wser's
sysham

Remote Addrezs - Thiz iz the
Irdemmed addiess of the iemote
syshem
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Privatefirewall Settings

(This menu can be accessed by selecting 'File/Settings' from the Main Menu)

Basic Settings

Display Main Menu/alerts
The Basic Tab provides user control over the preferred Security Alert and Threat
Management mode and Display options

Settings @
Basic | Advanced |

Security Alert and Threat Management Options

@ Standard Control; Alert and Auto-Respond

(71 Manual Contral: Require User Input for All Alerts
Display alerts for blocked incoming /outgoing packets
Disable Auto-Response

[T Mways display alerts for new outgoing connections

[ Disable Trusted Publisher feature

Display Options
[] Show main menu every time Privatefirewall is launched
[ Show main menu when a dial-up connection is established

[] Disable startup splash screen

| Display Tray Alerts for seconds

[ Disable auto-update feature

| ok || cancel || Hel
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Standard Control mode

Privatefirewall provides two Security Alert and Threat Management options. Standard
Control mode is enabled by default and is designed to reduce alert frequency by
automatically managing much of the security-related configuration.

In Standard Control mode, Applications/Processes with validated digital signatures,
regardless of PID, will be allowed, not generate alerts and be added to the Trusted
Publisher/White List.

e Exception 1: An alert (fw) will be generated for any App/Proc where inbound traffic
is detected that was not recorded during training period. PF will automatically block
the event if the user does not elect to Allow via the Tray or Full alert.

All Applications/Processes that fail signature validation will generate an alert, and be
blocked by default if not Allowed by the user prior to the alert time-out (30 seconds), or by
selecting the Allow button in the Full alert.

In Standard Control mode, clicking the Allow button should prevent, where possible (see
Exceptions), all other alerts related to the same application. This logic applies to both the
Tray or Full alerts.

e Exception 2: An alert will be generated if a program change (size, name, version
number, etc.) is detected in a process or application file.

Manual Control mode

Manual Control mode is geared for those desiring complete control over the configuration of
Privatefirewall. Most of the automated response functionality provided in Standard Control
mode is disabled requiring the user to respond to a greater number of alerts and make
configuration determinations regarding the related applications and processes.

e Events generated by processes listed on the Trusted Publisher List will be allowed
and will not generate alerts. Essentially, CAPICOM validation does not preclude an
alert from being generated in Manual Mode. Only events generated by publishers
actually on the TP list will be allowed (and not generate alerts).

e Processes with validated signatures that send/receive packets via the Internet,
regardless of PID, will generate an alert and will be allowed by default (user will have
option to block event manually via the on-screen alert).

e Processes that fail signature validation will generate an alert and be blocked by
default (after alert time-out).

e Manual Control mode provides an option to enable/disable packet-specific tray alerts
via “Display alerts for blocked incoming/outgoing packets”. In PF7, File -> Settings
-> Basic tab (Manual Control), when the “Display Alerts for Blocked
incoming/outgoing packets” checkbox is un-checked, firewall tray alerts
(incoming/outgoing packets for which firewall blocking rules apply) are not displayed
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(for signed or unsigned applications). If the option is enabled, firewall tray alerts
reflecting incoming/outgoing packets (for which firewall blocking rules apply) will be
displayed (for both signed and unsigned applications).

% Packet Filter

PRIVATEFIREWALL ALERT

11/30/2010 12:40:54 PM

Privatefirewall has blocked incoming
IUDP (17) packet from

169, 254, 114.85: 1200 (UPnF) to
239,255,255, 250: 1900 (UPnF)

Do not display these alerts again

More Information ...

The checkbox enables the tray alerts which notify the user about any blocked traffic.
This option does not change the behavior of the larger/full alerts. The tray alerts are
designed to provide visibility to all firewall activity.

The difference between the tray alerts and large is that large alerts are only used
when the corresponding packet is associated with a particular application on the pc
(vs external scans) and were not previously blocked.

e Manual Control mode provides an option to disable Auto-Response altogether
(Disable Auto-Response), thereby requiring that the user authorize any activity that
would generate an alert.

e Disabling Auto-Response in Manual Control mode also disables the Auto-Response
related to the Trusted Publisher component enabling the user to control what apps
should be added to the TP List.

Always display alerts for new outgoing connections

By default, in both Standard and Manual Control modes, Privatefirewall auto-allows outgoing
connections for applications for which digital signatures have been validated or for Trusted
Publishers.

The Always display alerts for new outgoing connections option overrides Trusted
Publisher (and the underlying CAPICOM-based digital certificate verification process). This
feature allows the user to authorize all new outgoing connections, (but does not apply to
outgoing connection rules set manually or by virtue of alert response).

There is a functional difference of this feature between Standard and Manual modes.
Standard mode assumes that if you've allowed one outgoing connection from an app, all
others should be allowed.

Manual mode enables the user to influence the rule associated with each type of connection.
In some cases, you may want to simply manually Allow a particular application as some
establish several/regular outbound connections (often similar, but nonetheless distinct) and
thus generate lots of alerts. Privatefirewall’s various automated or user-controlled
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configuration management provide a different levels of control depending on personal
preference for security posture and ease-of-use.

If Manual Control mode is being used, and the “Always display alerts for new outgoing
connections” option is enabled, and one does not tick “Remember this setting”, the rule
associated with that particular type of connection is only remembered for the current
session (after reboot, the rule will no longer be valid/present).

Regardless of what Security Alert and Threat Management mode is enabled, blocked
processes will continue to be listed under File -> Settings -> Advanced -> View/Edit
Application List), and the user can change any blocked process to Allow, if appropriate.

An on-screen alert will be displayed immediately as potential threats are detected. The alert
provides event details and threat management options. Tray Alerts will not be displayed
when this option is selected. See Privatefirewall Settings -> Security Alert and Threat
Management Options section of this guide for more information about event filtering and
alerting).

Firewall and Process Monitor settings

After installing Privatefirewall, you may initially observe numerous Application and Process
Monitor alerts as Privatefirewall will set rules for all Internet applications and WinAPI
Processes as they happen. If you prefer, you can set a 'training' period for these types of
alerts so all the rules will be set with no alerts during the training period. When training is
completed, the frequency of alerts will be reduced as many rules for commonly used
applications and processes will have been set. An on-screen alert will be displayed
immediately as potential threats are detected. The alert provides event details and threat
management options. Tray Alerts will not be displayed when this option is selected.

Note: Training mode is never required, but can be enabled to reduce the number of alerts generated,
when, for example, you are installing a new software program. During Training, only
Applications/Processes that fail signature validation and attempt to send/receive packets via the
Internet will generate an alert, and be blocked by default if not Allowed by user prior to the alert time-
out (30 seconds), or by selecting the Allow button in the Full alert.
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Advanced Settings

The Advanced Tab of the Settings dialog enables you to enable or disable Process detection,
System and Email Anomaly Detection and/or training, specify training duration and
sensitivity thresholds and review and manage Detected Applications and Trusted Publishers.

' It

Settings 29

Advanced

Firewall and Process Monitor settings
Enable Process Detection
[ Enable Training T 3

| Detected Applications | | Tusted Publishers

Email Anomaly Detection

Enable Detection [ Block all outbound Email
Training period: 7 + Days [ Training Statistics
System Anomaly Detection

Enable Detection Sensitivity threshold: 10 * %
Training period: 7 = Days | Training Statistics |

oK || Cancel || Hep |

Email Anomaly Detection

This feature tracks outbound Email delivery behavior and provides alerts if there is unusual
activity. The Email Anomaly Detection Engine is based on the specific behavior of each
computer's email activity over a period of time called the 'Training Period'. This can be set
to 7 (default), 14, or 28 days within the Settings Menu. In order to initiate training, the
'Enable Detection' checkbox must be selected. The Anomaly Detection Engine will start
immediately after the end of the training period. You can also view the training statistics
during or after the training period.

Note: Privatefirewall profiles outgoing email via the default SMTP ports - 25 or 465. If your SMTP server is
configured to use a port other than 25 or 465, the email anomaly detection feature will not function.

I —
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System Anomaly Detection

This feature analyzes the normal use patterns of running applications and generates alerts
as it detects unusual activity. The System Anomaly Detection Engine applies a sophisticated
algorithm to establish a baseline of hormal use based on several system variables such as
CPU utilization, thread count, and others. These variables are monitored over a specific
period of time, called the 'Training Period', which can be set to 7 (default), 14, or 28 days
within the Main Menu. The 'Enable Detection' checkbox must be selected for Training to be
active. Upon installation, Training is enabled by default and commences immediately upon
installation.

Detected Applications

Click the Detected Applications button to invoke the Parents screen. All applications that
have attempted to access the Internet or network through another trusted application are
listed here. The Application Name, Version Number, and Image path are listed, and each
application in the list can be set to Allow or Deny access.

" ™y
Advanced application settings ‘ @
Parents | Processes
The following applications may attempt to gain access through other
applications. Select any process to change its access properties.
Application Version Image Path *
|
Oauastsvc.exe 5.0.677.0 c:\program files'alwil s
Oauasb.li.exe 5.0.677.0 c:\program files'alwil s
g 6.1.7600, 16338...
on:md.exe 6.1.7600.1638... o'windows\system32'
acsrss.exe 6.1.7600.1638... o'windows\system32'
laez-q:-lturer.eme 6.1.7600.1638... o'windows\explorer.e—
@E}(plnrer.exe 6.1.7600.1638... o'windows\syswowsg<
'@ﬁreﬁ:-x.exe 19.1.3 c:'program files (x&s8)'
'ogzmstart.exe 4.5 Build 457 c:'program files (x@s)'
'@gungleupdat&.exe 1.2.183.21 c:'program files (xga)'
lﬂil:hrault.lexne 5.8.920.00 c:'program files (x8s8)'
Qiexplnre.exe 2.00,7800,163... c\program files (x8a)'
ajavaws.exe 6.0,130.3 c:\program files'javalj
ejavaws.exe 6.0,220.4 c:\program files (x86)"
_ajunipersetupdien. oo A0.0.3217 c:\users'gsalvatoapp
'_@jusched.exe 2.0.2.4 c:\program files (x&a)' -
4| 1] F
Add Mew
[ Remaove ] [ Reset ] [ Help ] [ Close
— - & S
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The Processes screen lists commonly used processes and provides an alert when an
unknown process attempts to launch. The Process Name, Version Name, and Image path
are listed, and each application in the list can be set to Allow or Deny access.

s T ™
Advanced application settings L 2|
o
Processes
The following processes have been detected on this machine. Select
any process to change its access properties.
Process Version Image Path o
aacmbrnker.exe 2,4,0,135 c:\program files {xﬁﬁ}l‘|i|
oan:rurdSE.ExE 9,4.0,195 c:\program files (x86)'
oadnbearm.exe 1.4.7.0 c:\program files (x86)"
aaestsrﬁfl.exe 1.0.64.6 c:windows\system32!
'oagcureser'uice.exe 4,2.1.24981 c:\program files (x86)"
laagu:p.eme 4,0,50817.0 c:\program files (x586)"
laaimgpent.neme 6.1.7600,1638... cwindows\system32'
OEIssvc.exe 1.0.7.0 c:\program files (x86)"
°apmsgfwd.exe 7.0.0.23 c:\program files'delltp:
Om:sntex.exe 7.0.1.29 c:\program files'delltp:
oapﬂint.EKE 7.0,101.232 c:\program files'delltp:
aashgent.exe L0.0.1 c:\program fileslinteliz
OEudindg.exe 6.1.7600,1638... cwindows\system32'
OEUESEHC.EKE 5.0,677.0 c:\program files'alwil s
oauasmi.exe 5.0.677.0 c:\program files'alwil s
OExlbridge.E}(E 19.0D R1 c:'program files (x88)' =
a4 | m | b
Add Mew
[ Remove ] [ Reset ] [ Help ] [ Close
., A

Managing Process Rights

Processes can be run with Reduced rights directly via a relevant tray or full alert, but can
also be managed via the Processes tab of the Advanced Applications Settings. Simply
highlight a Process and apply the right mouse click to Allow, Deny, Remove or run with
Limited Rights.

I luem:ulvc:urer.exe £.1.7600.1638... cwindows\explorer.exe

oroaram files (x86) \mozilla firefox\firefox. exe
ws\syswowadymacromediflash\lashutl 100_activex.exe
wslsystem32ifip.exe

am files (x86) \dtrix\gotomeeting\723\g2mchat.exe

am files (x8a6) \dtrix\gotomeeting\723\g2mhost. exe

am files (x36) \dtrix\gotomeeting\723\g 2mmatchmaking. exe
am files (x86) \dtrix\gotomeeting\723\g 2msessioncontrol.exe

¢ firefox.exe
Oﬂashuﬁll
Oftp.exe
aglrm:hat.
agffmhost.
lemma i

gglmsessi

Limited

Remove Application
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Email Anomaly Detection

Email Anomaly Detection Alerts

There are several different alerts that may be displayed based on the type and amount of
emails delivered within a certain period of time. If there is an alert and the nature of the
unusual email activity is unknown, it may be prudent to select the 'Block delivery' checkbox
within the alerts to make sure there are no worms or viruses causing the activity. Once the
nature of the activity has been determined to be safe, the 'Block all outbound Email' option
should be deselected from the settings menu or from the Menu Toolbar.

@ Email Anomaly

58 e-mails have been sent to
4 recipients within the current
day.

Click. 'Block! to block all outbound
email, Ignare this alert ko allow this
activity ar click 'Details/Opkions' to
investigate this issue further,

| alowi#l | [ Black

D etails 0 phions. . w m
Allow Delivery Block Delivery

NOTE: Privatefirewall will display the Tray Alert for 30 seconds. If no action is taken, the alert
will expire and the activity will be Allowed.

Click 'Details/Options' in the Tray Alert to display an expanded alert, which contains more
detailed information.

A Privatefirewall Alert - Email Anomaly ¢ ¥

AMOMALY DETECTIOM EMGINE

58 e-mails have been sent to 4 recipients within the current
day.

This activity is not consiskent with email use patterns established during
kraining and may indicate a wirus, makware, or other infection,

If waou suspeck this ackiviey may be malicious, select “Black Qutbaund
Emails” and investigate the issue further, After the issue has been

resolved, wou can turn delivery back on by deselecting the 'Block. all

outbound Ernail' checkbox From the Main Menu,

Al Dukbound Emails ] [ Black Quthound Emails

Note: Privatefirewall tracks outgoing, unencrypted email via default SMTP ports - 25 or 465
only. The email anomaly detection feature requires use of one of these ports and that email
is not transmitted unencrypted.
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System Anomaly Detection

The System Anomaly Detection layer analyzes the normal use patterns of running
applications and generates alerts as it detects unusual activity. The System Anomaly
Detection Engine applies a sophisticated algorithm to establish a baseline of normal use
based on several system variables such as CPU utilization, thread count, and others. These
variables are monitored over a specific period of time, called the 'Training Period', which can
be set to 7 (default), 14, or 28 days within the Main Menu. The 'Enable Detection' checkbox
must be selected for Training to be active. Upon installation, Training is enabled by default
and commences immediately upon installation.

Sensitivity Threshold: The Privatefirewall System Anomaly Detection layer generates
alerts as it detects system activity that deviates from normal. The sensitivity with which
Privatefirewall applies to system anomaly detection can be tuned by adjusting the
Sensitivity Threshold. Decreasing the threshold increases the sensitivity, meaning that
smaller deviations will generate alerts. Increasing the threshold will allow greater variance
from normal activity. The default System Anomaly Detection Sensitivity Threshold is set to
60%, meaning any activity deviating more than 60% from normal will generate an alert.

e 5
System Anomaly Training Statistics
Application Mode Training from CPUM1Av... CPUMSAv... CPUMI15SA... ThreadsM1... ThreadsM>5... ThreadsM1... Analyzed 2
acrobroker Training  11:18:46 PM 12/15/... 0.00(0.00) 0.00{0.00) 0.00(0.00) 5.30{5.75) 0.00(0.00) 0.00{0.00) 7 |
acrord32 Training  4:25:53 PM 12/16/2... 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0 =
adobearm Training 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0.00{0.00) 0.00{0.00) 1]
agop Training 11:23:01PM 12{18/... 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0.00{0.00) 0.00{0.00) o]
autorun Training 0,00(0.00) 0.00{0,00) 0,00(D.00) 0.00{0.00) 0,00(0.00) 0.00{0.00) 1]
autorunu Training  11:45:47 AM 12/17...  0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0
avastsve Training  9:06:12 AM 12/15(...  0.17(3.07) 0.17(7.94) 0.15(5.97) 52.17(58.00) 52.17(57.85) 52.15(57.32) 3047
axlbridge Training  §:33:00 PM 12/16/2... 0.00(0.00) 0.00{0.00) 0.00(0.00) 4,10(7.25) 4,05(5.05) 4,02(4.47) 153
bemdevicea..,  Training 9:40:06 AM 12/15/...  0.02(0.67) 0.02{0.17) 0.02(0.07) 10,07(14.25)  10.05{13.15) 10.04{11.22) 3023
cmd Training 0,00(0.00) 0.00{0.00) 0,00(D.00) 0.00{0.00) 0,00(0.00) 0.00{0.00) 0]
conhost Training 9:39:36 AM 12/15/...  0.00(0.00) 0.00{0.00) 0,00(D.00) 1.00{1.00) 1.00{1.00) 1.00{1.00) 3024
consent Training 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0
cpwsave Training  4:25:29 PM 12/16/2... 1.14(1.14) 0.00{0.00) 0.00(0.00) 11,50(11.50)  ©0.00(0.00) 0.00{0.00) 0
csc Training 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0
CSr5S Training 9:06:12 AM 12/15/...  0.01(1.14) 0.01{0.40) 0.01(0.18) 9,24{10.00) 9,23(10.00) 9,23{10.00) 3047
cvires Training 0,00(0.00) 0.00{0.00) 0,00(D.00) 0.00{0.00) 0,00(0.00) 0.00{0.00) 0]
dell Training 9:39:36 AM 12/15/... 0.02(1.17) 0.02(0.40) 0,02(0.17) 12,68(19.00) 12.67(16.20) 12.67(15.32) 5252
devicedispla... Training  7:30:48 PM 12/16/2... 0.00{0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0
dinotify Training  11:45:02 AM 12/17... 0.00(0.05) 0.00{0.00) 0.00(0.00) 2.00{2.00) 0.00(0.00) 0.00{0.00) 3
displayswitch  Training 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0.00(0.00) 0.00{0.00) 0
dllhest Training 10:11:48 AM 12/15,.,  1.72(23.30) 0.77(9.59) 0.77(3.21) 9,32{14.50) 8.82(12.35) 8.43(8.85) 25
dwwin Training 0,00(0.00) 0.00{0.00) 0,00(D.00) 0.00{0.00) 0,00(0.00) 0.00{0.00) 1]
excel Training 9:13:12 AM 12/15/... 0.07(3.82) 0.06(2.18) 0,05(1.26) 7.94(25.75) 7.80(18.25) 7.65{(13.07) 1093 -

Close

Selecting the Training Statistics button will display the System behavior data collected during
training. These may be viewed during or after the Training period.

© 1999-2013 PWI, INC. / Privacyware All rights reserved. Page 40



Privatefirewall 7

User Guide

The Anomaly Detection Engine will start immediately
after the end of the training period, and will generate a
Tray Alert (see right) whenever there is any activity that
is not consistent with system use patterns established
during the training period. If there is an alert and the
nature of the activity is unknown, it may be prudent to
select 'Details/Options' on the Tray Alert to open an
expanded alert (see below) and obtain more detailed
information about the suspicious activity and additional
threat management options.

NOTE: Privatefirewall will display a Tray Alert for 30 seconds. If
no action is taken, the alert will expire and the activity will be
Allowed.

A Privatefirewall Alert - System Anomaly 4%

AMOMAMALY DETECTION EMNGINE
The Following swstem anomaly has been detected:

Firefox 1.8.1.6: 2007072518 Web Search
Mozilla Corporation [ Trust this Publisher  Wiew certificate

W IRNT system3Z services, exe

Details:

Last 1 Minute process CPU usage: 0.3%
Mormal TP Usage: 0,0%
Mormal peak CPU usage: 0.2%

Select Tgnore' ko allow process activity bo continue. Select 'Restrict’ to
block this process from accessing the Internet, Select 'Terminate’ bo end
the process and any related applications.,

Ignore ] [ Restrick ] [ Terminakte

% System Anomaly

firefox_exe [FID 3232]
kozilla Corporation
[ ] Trust this Publizher

This process has exceeded its
normal CPU Usage.

Click. 'Details /Options' ko investigate
this issue Further, Ignore this alert
ko allow this ackivity,

| alowi# | [ Block

Detailz/Dptionz...

If the ‘Web Search’ link is selected,
a search containing the executable
filename ('services.exe' in the alert
below) will be performed in your
default browser.
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Process Detection

This feature records all processes that are launched during the "Training Period', which can
be set to 1, 3, or 7 days (please refer to Advanced Settings section). Training is enabled by
default and commences for a ten minute period immediately upon installation. Extended
training periods of 1, 3, 7 or 14 days can be specified as needed. Listed processes can be
viewed at any time by selecting the 'Processes' Tab within the Advanced Applications
Settings window.

-

Advanced application settings

~

i

Parents | Processes

The following processes have been detected on this machine. Select
any process to change its access properties.

Process Versian Image Path =
laEu:ru:nI:urcik.lH.Exe 9.4.0.195 c:\program files {inG]I'| E |
'ﬂan:rurdSZ.exE 9,4.0.195 c:\program files (x8a)" il
aadnbearm.exe 1.4.7.0 c:\program files (x58a6)"
aaestsrb'*}.exe 1.0.64.6 c:windows\system32'
aagcureseruice.exe 4,2.1.24581 c:\program files (x5a6)'
Oagcp.exe 4,0,50917.0 c:\program files (x56)"
I@ait&ngent. exe 6.1.7600,1638... cwindows\systern32'
aalssvc.exe 1.0.7.0 c:\program files (x8&)"
laEu:urnsgﬂ:'.wu:l.E:(E 7.0.0.23 c:\program files'\delltp:
'ﬂapntex.exe 7.0.1.29 c:\program files\delltp:
6apuint.exe 7.0,101,232 c:\program files'delltp:
aasfagent.exe 1.0.0.1 c:\program filesiintelle
aaudiudg.exe 6.1, 7600,1633... cwindows\systemn32'
Oavastsuc.exe 5.0.677.0 c:\program files'alwil s
OEI'-.I'ESUJLEXE 5.0,677.0 c:\program files'alwil 5
aaxlbridge.exe 19.0DR1 c:\program files (x868)" -~
f| 1] [ k

[ Remaove ] [ Reset ] [ Help ] [ Close
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Managing Process Rights

Processes can be run with Reduced rights directly via a relevant tray or full alert, but can
also be managed via the Processes tab of the Advanced Applications Settings. Simply
highlight a Process and apply the right mouse click to Allow, Deny, Remove or run with
Limited Rights.

I £.1.7600.1638... cwindows\explorer.exe

nrooram files (x86) \mozilla firefox\firefox.exe

s \syswowadymacromed\flash\Aashuti 100_activex, exe
islsystem32ifip.exe

am files (x86) \dtrix\gotomeeting\723\g2mchat.exe

am files (x8a6) \dtrix\gotomeeting\723\g2mhost. exe

am files (x36) \dtrix\gotomeeting\723\g 2mmatchmaking. exe
am files (x86) \dtrix\gotomeeting\723\g 2msessioncontrol.exe

Limited

Remove Application

After the training period, Privatefirewall will generate a Tray %
Alert (see right) when any process attempts to run that was NEW PrU[E 55

not recorded during the training period. If the process is
related to known/trusted activity, the process should be

. . QBDBMgr.exe (PID 4612}
allowed and will then be added to the trusted process list.

Intuit, Inc. (no signature)
Trust this Publisher

Click 'Details..." in the Tray Alert to display an expanded alert :
WARMNIMG! This process was nok

(see below), which contains more detailed information about recorded during the training period
the suspicious activity and additional threat management and may be related to malicious
options. If the 'Require user approval for each alert' box is %ﬁ;‘;’g‘;I;nbulf';*él_fi';'leerr'é'c‘i’ﬁ:n':u"':k
checked in the Basic Tab of the Settings Menu, an expanded are certain this process ic relaked
alert will appear automatically and no Tray Alerts will be gltlflrustﬁd algltiVi15111?E|Ect “Aillo,

. \ /AT . ErWIsE, DIOC I5 process ar
dlspla.y(.ad. If the ‘Web Sea.rch link |s.selec.ted, a sgarch click ‘DetailsfOptions’ For more
containing the executable filename will be invoked in your information,

low | | Bodk(17) |

NOTE: Privatefirewall will display a Tray Alert for 30 seconds. If no Details, ..

action is taken, the alert will expire and the activity will be Blocked.

default browser. [

I —
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In Manual Control mode, with
“Always display alerts for outgoing

A Privatefirewall Alert - New Process

PROCESS DETECTION ALERT connections” enabled, and
Privatefirewall has detected an unknown process: Remember this Sett"‘.g un-—
QuickBooks Database Manager 10.0.1.3712 (32... Web Search checked, the rule associated with

that particular type of connection is
only remembered for the current
session (after reboot, the rule will
C:\Program Files (x836)\Intuit\QuickBooks 2009\0BDBMar.exe - no longer be valid/present).

Intuit, Inc. (no signature)

Checking Apply to all alerts will
eliminate the display of additional
This process was not identified during the training period. - Process Monitor alerts for this
Application path: C:\Program Files (x88)Intuit\QuickBooks [ application by treating subsequent

PZUDQ'%tQEDBF"QL-EXFCIHP s (435) VkuitQuickBodks activity based on the same
e S e e e T response to the initial alert.

Additional Information:

If this eventis not related to legitimate system use, select ‘Block' and

investigate the issue further, Checking Limit process rights

[7] Remember this setting enables tI'_1e process_to run with
reduced rights (setting can be

(V] Apply to all alerts [C] Limit process rights modified via right-mouse function
- - on Processes tab of Advanced
[ Allow ] [ Train ] [ Terminate ] [ Block Application settings).

If a process attempts to load that was previously ignored or blocked, Privatefirewall will
generate an alert with the choice of allowing or blocking the previously blocked activity.

Advanced Application Settings

(Accessed from File/Settings/Advanced application settings)

Some applications allow other applications to control their actions, which means that the
'primary' application may be protected, but the 'secondary' or Parent application may be
permitted to access the Internet through the primary application. The Advanced
Applications settings screen lists these 'secondary' Parent applications that have attempted
to access the Internet or network through a 'primary' trusted application. Each application
in the list can be set to Allow or Block Access.
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- ™y
Advanced application settings ‘ ﬁ
Parents | Processes

The following applications may attempt to gain access through other
applications. Select any process to change its access properties.

Application Version Image Path =
aavastsuc.exe 5.0.677.0 c:\program files'\alwil s
lua'u'astl.li.lex'e 5.0.677.0 c:\program files'\alwil s

X cmd.exe 6,1.7600,1638... c'windows\syswowa4E
an:rnd.exe 6.1, 7600,1638... cwindows\systemn32'
acsrss.exe 6.1, 7600,1633... cwindows\systemn32'
Iaesqzulcurer.exe 6.1.7600,1633... c\windows\explorer.e—
Onaxplnrer.exe 6.1.7600,1638... cwindows\syswowss
Iaﬁrneﬁ:nx.exe 12.1.3 c:\program files (x8&)"
QQZrnsiﬁrt.ExE 4,5 Build 457 c:\program files (x8&)"
l0gu:u:ng|IELJ|:n:IE|tE.lexne 1.2.183.21 c:\program files (x8a)"
aidvault.exe 5.8.920.00 c:\program files (x58a6)"
aiexplure.exe 3.00.7600.163... c:'\program files (xaa)’'
ajauaws.exe 6.0,130.3 c:\program files'javalj
javaws.exe 6.0,220.4 c:\program files (x56)"

Ojunipersetmdien. . 20.0.3217 c:lusers\gsalvatoapp
I6jusn:|‘uau:|.ema 2.0.2.4 c:\program files (x868)' -~
:_| 1] [ P

| [ Remove ] [ Reset ] [ Help ] [ Close

o —— s = y.

While this is a method commonly used by hackers to attempt to gain unauthorized access, it
is also a function of many 'trusted' applications operating normally when accessing the
Internet. If you are in the process of accessing the Internet with an application, the
'secondary' or Parent application names may not be common or recognizable, so it may be
difficult to determine if the activity is normal or malicious. If you receive an alert and the
application listed is related to any form of current activity, it is most likely not malicious
activity. However, if it is unrelated (ex: is the application referenced is not even open,
etc.), it may be an unauthorized intrusion attempt and the 'Block' button should be selected
so the issue can be investigated.

I —
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ETOR * NOTE: Privatefirewall will display the Tray Alert for 30
% .!!\ (cess ﬂHE m pt seconds. If no action is taken, the alert will expire and the
activity will be Blocked.
juniperext .exe (PID 5336) Click 'Details/Options' in the Tray Alert to display an
{no signature)

expanded alert, which contains more detailed
information about the suspicious activity and additional
threat management options This alert lists the program

Trust this Publisher

This application is cumernthy
attempting to access the Intemet.

T block this application, dick 'Block! name, version number, date, time, and

or ignare this alert, IF you are incoming/outgoing IP address, and the Parent

certain this activity is not malicious, . : . . .

select ‘allaw, Otherwise, black this application which was attempting to be used. It will also

application or click 'Details /Options'

. . specify whether the Traffic is inbound or outbound. If
for more information,

the ‘Web Search’ link is selected, a search containing
[ Aow | [ Bock7) | the executable filename will be performed in your

Details. . default browser.

If an application attempts to load
that was previously ignored or

A Privatefirewall Alert - Access Attempt 4 ¥

APPLICATION CONTROL ENGINE blocked, Privatefirewall will
Access to the Metwork/Internet has been blocked for: generate the following alert.
juniperext.exe Wieb Search
T % Access Attempt
PRIVATEFIREWALL ALERT
c:users'gsalvato\appdatalocal\tempjuniperext. exe - _
N QBDEMgr.exe
Additional Information: Imtuit, Inc. {no signature)
juniperext.exe is attempting to access the network through the =« Trust this Publisher
following application: C:\Program Files (x36)Juniper Metworks (il This process is attempting to run,
YWetwork Connect 6.4, 0'dsMNetworkConnect. exe — but was previously blocked.
If this application is not related to any current user activity, -
Select “Allow’ to allow this activity
9/19/2011 9:37:39 PM PF has blocked outgoing TCP (8) [5] - going forward . Ignore this alert or
packet from 192, 168,20, 12:52439 to 66,35.53.96:443 (htips) - select "Block” and the process wil
remain blocked.
Remember this setting Apply to all alerts
[] Do not ask again
[ Allovwe ] [ Train ] [ Terminate ] [ Block ]

| Alow | [ Bock(® |
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Another type of potential attack is when a process _—

is illegally modified or launched and attempts to % Access Miempt
access the Internet using that process. This will
generate a different alert (see right). If you receive

this alert, proceed with caution and carefully zervices.exe [PID 3574)
investigate the issue to ensure there is no malicious [no signature)]

activity.

WARNIMG! This process may have
been illeqally maodified and is
atkempting to access the Internet.

To block this process, click 'Block!
ar ignare this alerk, IF waou are
cerkain this activiky is not malicious,
select 'Allow, Otherwise, block this
application or click 'Details/Options'
for more information,

low | | Block 4 |

Detailz/Options. .

Click 'Details/Options' in the Tray Alert to display an expanded alert (see below), which
contains more detailed information about the suspicious activity and additional threat
management options.

A Privatefirewall Alert - Access Attempt

AFPPLICATION CONTROL EMGIMNE

Access bo the Metwork/Internet has been blocked For:
Generic Host Process for Win32 Serv... 5.1.2600 ‘Web Search
no signature)

WARNIMG! This process may have been illegally modified and is
atkempting to access the Internet:

CW IRDOW St system 32 svchost, exe

Additional InFormation:

Genetic Host Process For Win3z Services (PID 884) was forced to
load "CAMINDOW S swskem32BROWSEUL. I, IF this behavior is

nok related ko any current user activiky, seleck the 'Deny access'
button and investigate the issue further,

712512006 7:56:23 PM PF has blocked outgaoing UDP (173 packet
From 192.1658.1.212:1033 ko 192.168.1.21:53 (domain)

Femember this hook setting

[ Allow Access ] [ Block Access

© 1999-2013 PWI, INC. / Privacyware All rights reserved. Page 47



Privatefirewall 7 User Guide

Trusted Publisher

(Accessed from File/Settings/Trusted Publisher)

Feature Summary

Privatefirewall employs a combination of conventional and progressive technologies
(firewall, process monitor, system and application behavioral profiling and anomaly
detection, etc.) to deliver the highest possible levels of security for individual and corporate
PCs. To enhance security and ease-of-use, Privatefirewall provides an ability to designate
(white list) software from trusted publishers - those that have been pre-approved and/or
where the digital signature of the software has been automatically verified by
Privatefirewall.

Privatefirewall Trusted Publisher includes a list of pre-approved vendors of popular security,
productivity and other general desktop applications, but primarily performs its white-listing
function using dynamic verification as new applications are run for the first time. Once a
software publisher (vendor) has been added to the list, Privatefirewall will allow (not alert or
block) any program associated with the software publisher’s verified Certificate.

Accessing Trusted Publisher
To access the Trusted Publisher feature, click File > Settings and select the Advanced
Tab. Click the Trusted Publishers button on the bottom the screen.

i y

Settings 29

Advanced

Firewall and Process Monitor settings
Enable Process Detection
[ Enable Training 3

| Detected Appiications | | Trusted Publishers

Email Anomaty Detection

[¥#] Enable Detection [ Block all cutbound Email
Training period: 7 + Days [ Training Statistics
System Anomaly Detection
[¥] Enable Detection Sensttivity threshold: 10 - %
Training period: 7 ~ Days | Training Statistics |
OK || Cancel || Hep |
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The Trusted Publishers dialog displays the list of software publishers (default of added after
installation) for which Certificates have been pre-verified. One or multiple Publishers may be
removed from the list by selecting the appropriate checkbox and clicking the Remove
button.

r !

Trusted Publishers P

»

Fublisher

[] ALWIL Software

[] Acro Software Inc.

[] adobe Systems Incorporated

[7] Adobe Systems, Incorporated

[7] Agere Systems

[ alps Electric Co., LTD.

|:| American Greetings

[] Apple Inc.

[] Association of Shareware Professionals
[] Blizzard Entertainment

|:| Broadcom Corporation =

[..m

4| 1] b

o) [t

Disabling Trusted Publisher
The Trusted Publisher feature can be disabled. To do so, click File > Settings and uncheck
the button labeled Disable Trusted Publisher feature on the Basic Tab.

© 1999-2013 PWI, INC. / Privacyware All rights reserved. Page 49



Privatefirewall 7 User Guide

How Trusted Publisher Works

With the exception of email anomaly activity, Privatefirewall will suppress alerts of any type
for software publishers that have been added (by default or during use) to the list of
Trusted Publishers. This section will describe how Privatefirewall delivers this functionality
via its Trusted Publisher feature.

Tray Alerts
When Privatefirewall detects activity (application Internet access, new process detected,

etc.), one or more types of alerts are generated. If Privatefirewall is able to verify the
software publisher’s Certificate and Signature related to the application that has caused the
Privatefirewall alert, the Trust this Publisher feature will be “active”, meaning that the
checkbox to the left of Trust this Publisher text will be enabled (as shown in the examples
below).

Via the tray alert, the end-user can review basic % A ,
information regarding the event that triggered the alert, ' U Uigﬂlﬂg TI‘UHI[

and check the Trust this Publisher checkbox if they are

certain that the activity is legitimate and that the software . pchots scr (PID 5832)
publisher should be trusted thereafter. With the exception American Greetings

of email anomaly detection alerts, Privatefirewall will Truzt thiz Publisher
suppress alerts of any type for software vendors included This application is curmently

on the list of Trusted Publishers. attempting to sccess the Intsmet.
To block this application, click ‘Block!
or ignore this alert, IF vou are

More information about the event can be viewed by gertain this activity is not malicious,
L. . . . select 'Allow’, Otherwise, block this

clicking the Details/Options link on the bottom left application or click 'Details/Options'

corner of the tray alert which invokes the Expanded Alert. For mare infarmation.

Refer to the Expanded Alerts of this guide for more | Al [24] | | Block

information. —— ,
Cptions Details. ..
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% p Moni If Privatefirewall is unable to verify the Publisher’s Certificate
, Frocess Monitor or able to detect a Publisher’s Certificate, but unable to

verify that the application has been signed, the Trust this
QBDBMar.exe [PID 4168) Publisher checkbox is disabled (grayed out).

[tuit, [he. [ho signature]
Truzt thiz Publisher

Actiaity related to this process has
been detected.

To block this application, click 'Block!
ar ignare this alerk, IF waou are
cerkain this activiky is nok malicious,
select 'Allow’, Otherwise, block this
application or click 'Details)Opkions'
For more information,

| dllow | | Block(17) |

Detsis
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Expanded Alerts

Clicking the Details/Options
link on the bottom left corner
of the tray alert, will invoke
an expanded alert, as shown
in this example (right). The
Expanded Alert offers more
information regarding the
suspicious activity and the
ability to conduct a Web
Search to learn more about
the process or application
and view the software
publisher’s certificate (View
certificate).

A Privatefirewall Alert

RULES-BASED ALERT

A Privatefirewall Alert - Process Monitor 4 ¥

RULES-BASED ALERT
Activity related to the following process has been blocked:

IDVault 5.8.1111.00 Web Search
White Sky, Inc. [] Trust this Publisher  View certificate
C:\Program Files (x36)N\D Vault\IDVault.exe -

Additional Infermation:

An attempt to write to a protected reqistry area has been -
detected,

Key Path: HKEY _LOCAL_MACHINE\SYSTEM

YControlSet0o 1\services Topip\Parameters -

If this event is not related to legitimate system use, select 'Block' and
investigate the issue further,

Remember this setting

[] apply to all alerts

[ Allow ] [ Train ] [Terminate ] [ Blodk

If Privatefirewall is unable
to verify the software
publisher’s certificate, the

Activity related to the following process has been blodked: Expanded Alert will provide

QuickBooks Database Manager 10.0.1.3712 (32.. Web Search

Intuit, Inc. (no signature)

additional information and
details regarding the alert,
as well as the ability to

perform a Web Search, but

C:\Program Files (x86)Intuit\QuickBooks 2009YQB0BMar . exe - will not include a link to

Additional Information:

- view the software
publisher’s certificate.

An attempt to write to a protected registry area has been -

detected.

Key Path: HKEY_LOCAL_MACHINE\SOFTWARE WMicrosoft
Wiindows NTYCurrentVersion{Image File Execution Options -

If this eventis not related to legitimate system use, select ‘Block' and

investigate the issue further,
Remember this setting
apply to all alerts

[ Allow ] [ Train ] [Terminate ] [ Block
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Web Search

As the name implies, clicking on the Web Search link in the Expanded Alert will invoke a
search of the Internet via the computer’s default browser for the process, application or
other event subject related to the alert. This capability makes it easy to acquire a clear
understanding of events that may be unfamiliar to you. Performing a quick Web search will
often reveal whether the process or application is malicious and should be blocked or
related to a legitimate aspect of your computing environment and use.
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View Certificate

It may be helpful and informative to view the details of the software publisher’s certificate
before making the determination that the publisher should be added to the Trusted
Publisher list. Simply click the View certificate link on the Expanded Alert to invoke the
dialog that contains the Certificate’s details.

The General tab displays
a variety of information
pertaining to the
Certificate including the
certificate purpose,
Issuer, and the date range ey

for which the certificate is ==z4 Certificate Information
valid.

Certificate

General | Details | Certification Path

This certificate is intended For the following purpose(s):

+Ensures software came From software publisher
*Protects software From alter ation after publication

The Certificate may be *2.16.840.1.115733.1.7.23.3
imported by selecting the
Install Certificate button
which will launch the

- i * Refer to the certification authority's statement For details,
Certificate Import Wizard.

. Issued to:  Apple Inc,
The Certificate Issuer

Statement may be viewed
by clicking the Issuer Issued by: WeriSign Class 3 Code Signing 2004 CA
Statement button.

valid from 6/26/2007 to 6/26/2009

Inskall Certificate...l [ Issuer Statement ]
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The Details Tab provides the specifics regarding the Certificate such as Public Key,
Signature Algorithm, Serial Number and other certificate attributes.

Certificate fgl

ereral | Details |CertiFicatin:-n Path

Sho: | < w |

Field Yalue A
E'-.-'ersin:nn V3
ESeriaI number 09 5e 20 a8 Ob 54 a4 5d 36 f6...
ESignature algorithm shalR3A -
Elssuer Yerisign Class 3 Code Signing ...
E'-.-'alid From Tuesday, June 26, 2007 7:00:..,
E'-.-'alid ko Friday, June 26, 2009 6:59:59,,,
Eﬁubject Apple Inc,, Digital ID Class 3 - ..,
Elrublic key RSA (1024 Eits) v

[ Copy ko File, .. ]

The Details view can be
filtered by clicking the drop-
down arrow and specifying
the certificate details that
you would like to display.

<all= j

<all=
Wersion 1 Fields Cnl

Extensions Cnly
Critical Extensions Only
Properkies Only

The certificate detail
information may be copied
to a file for future reference
by selecting the Copy to
File button. The Edit
Properties button is not
enabled.

e —
© 1999-2013 PWI, INC. / Privacyware All rights reserved.

Page 55



Privatefirewall 7 User Guide

The Certificate Path Tab ern v '
displays the certificate Certificate E|
path. A path starts with .1 Certification Path
the Subject certificate and ;General Details | ertfication a |

proceeds through a
number of intermediate
certificates up to a trusted
root certificate, typically
issued by a trusted
Certification Authority
(CA).

Certification path

WeriSign Class 3 Public Primary CA
VeriSign Class 3 Code Signing 2004 C4

Apple Inc.

Certificate status;

This certificate is QK.
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Menus and Toolbars

Program Menus

File/Settings Menu

(This menu can be accessed by selecting 'File/Settings' from the Main Menu)

The settings section allows the adjustment of menu/alert display, Firewall settings, and
Advanced application and Anomaly detection settings.

Settings @
Basic | Advanced |

Security Alert and Threat Management Options

@ Standard Control; Alert and Auto-Respond

(71 Manual Contral: Require User Input for All Alerts
Display alerts for blocked incoming /outgoing packets
Disable Auto-Response

[T Mways display alerts for new outgoing connections

[ Disable Trusted Publisher feature

Display Options
[] Show main menu every time Privatefirewall is launched
[ Show main menu when a dial-up connection is established

[] Disable startup splash screen

| Display Tray Alerts for seconds

[ Disable auto-update feature

[ ok || cance || Hel

I —
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i '

Settings

Advanced

Firewall and Process Monitor settings
Enable Process Detection
[T Enable Training - riod: |3

| Detected Appiications | | Trusted Publishers

Email Anomaly Detection

Enable Detection [7] Block all outbound Email
Training period: 7 ~ Days [ Training Statistics
System Anomaly Detection

Enable Detection Sensitivity threshold: 10 - %
Training period: 7 = Days | Training Statistics |

OK || Cancel || Hep |

Import/Export Settings
(This feature can be invoked by selecting 'File/Import or Export Settings' from the Main Menu)

Privatefirewall custom settings and rules can be imported or exported between systems with
the same configuration (same installation application path, including system application).

The settings that will be exported to an .xml file (PF-Settings.xml) include:
- Common firewall and PM settings (mode, rules, etc)

- Profile settings (trusted/untrusted lists, mode, rules, etc.)

- Allowed Parent list

- IPC rules for applications

- Network rules for application.

View Menu
(This menu can be accessed by selecting 'View' from the Main Menu)

Hide Privatefirewall - This option minimizes Privatefirewall so only the tray icon is displayed.

HTML Port Tracking Report - This report is identical to the Port Tracking Report within the
Main Interface, but in HTML Format for easier viewing. The report can also be saved/viewed
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in the *.txt format by right clicking anywhere within the Port Tracking Report from the main
interface and selecting the 'Save Report As..' option.

HTML Firewall Log - This report is identical to the Firewall Log within the Main Interface, but
in HTML Format for easier viewing. The report can also be saved/viewed in the *.txt format
by right clicking anywhere within the Firewall Log from the main interface and selecting the
'Save Report As..' option.

Advanced Reports - Firewall log records can be sorted by type and time of occurrence within
Privatefirewall Advanced Reports. Reports can be sorted by Web, Mail, or System access
attempts. Each of these reports can also be sorted going back 1 Hour, 1 Day, or 1 Week.

Privatefirewall Advanced Reports lists the following:

Time/Date - When the packet was detected.

Local IP (Internet address) - The Internet address from which the packing is coming from.

Local Port - The port from the local computer involved in the access attempt.

Remote IP - The Internet address to which the packet is traveling.

Remote Port - The port from the remote computer involved in the access attempt.

Protocol - The Network Protocol, or type of network connection used to send the packet.

Application (if applicable) - The name of the application to which the packet was attempting to be sent (if any).

% Privatefirewall Advanced Reports = | B PS
BEIA o B 7
@ Log Reports Date/Time Local IP Local Port  Remote IP Remote Port  Protocol  Application 2
=6 "‘“ Traffic Blacked for [M9:46:114M 12/2... 192.158.20.11 50555 131.107.114.76 443 TCP C:\Program Files (x86)\WMicrosoft OF...
(=l lLastLbion [Hs:30:04 AM 12/2...  192.168.20.11 192,168.20.5 IcMP
. Lastitliay [¥o:26:334M 12/2... 192.168.20.11 50180 208.71.123.78 80 TCP C:\Program Files\Alwil Software\av...
e @E‘: E'Tf; %S‘;Z;@d a [5:20:27 AM 12/2... 192.16.20.11 49932  65.55.197.125 80 TP CiVProgram Files\Alwil Software\av...
T 4 [¥] 9:20: 27 am 12f2..., 192,168.20.11 49934 65.55.197.125 80 TCP C:\Program Files\Alwil Software\Av. ..
""" Last 1 Hour [¥3:20: 16 AM 12/2... 192.168.20.11 50033 55.55.243.87 80 TCp C:\Program Files\Alwi Software \Av...
B LestLDay [¥9:19:40 aM 12/2... 192.168.20.11 49926 65,55.197.114 80 TCP C:\Program Files\Alwil Software\Av...
8 s B Last 1week [Ho:19:40 M 12/2... 192.168.20.11 49933 £5.55.187.114 80 TCP C:\Program Files\Alwil Software Av...
-6 Mail Traffic Blocked for [¥o:10:40 AM 12/2...  192.168.20.11 43938 £5.55.197.114 80 TCP C:\Program Files\Alnil Software Av...
""" Last LHou [¥5:19:40 AM 12/2... 192.168.20.11 45977 55.55.197.114 80 TCp C:\Program Files\Alwi Software \Av...
""" Lt [Ho:19:06 AM 12/2... 192.168.20.11 49924 65.55.149.121 80 TCP C:\Program Files\Alwil Software \Av. .
G Last 1 Week [#]9:00:05 AM 12/2... 192.168.20.11 192,168.20.5 cMe
=6 System Traffic Blocked for [#5:55:11 AM 12/2.., 192.168.20.11 49263 72.14.204.113 80 TCP C:\Program Files (x86)\Google\Upd. ..
""" Last 1 Hour [#]5:55:05 AM 12/2... 192.168.20.11 49253 72.14.204.113 80 TCP C:\Program Files (x8)\Google\Upd. ..
""" L Ly [M8:55:02 M 12/2...  192.168.20.11 49263 72.14204.113 80 TCP Ci\Program Files (x36)\Google\Upd. ..
i ast Eieek [¥5:54:54 AM 12/2... 192.168.20.11 53.69.16.17 ICMP
=6 LIuC S Detected for [H 55440 AM 12/2... 192.168.20.11 49247 72.14.204.100 80 TCP C:\Program Files (x86)\Google\Upd. ..
""" Lot tho [#5:54:43 aM 12/2... 192.168.20.11 49247 72.14.204.100 80 TCP Ct\Program Files (x86)\Google\Upd. .
""" Lest1Day [#15:54:40 aM 12/2... 192.168.20.11 49247 72.14.204.100 80 TCP C:\Program Files (x86)\Google\Upd. ..
""" LashTWiesk [¥]7:26:45 AM 12/2... 152.168.1.100 52.150.201.214 IcMP
[ 7:36:45 AM 12/2...  192.168.1.100 62.150,201.214 ICMP -
Ready
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Help Menu

(This menu can be accessed by selecting 'Help' from the Main Menu)

| Check for Updates L\\}J
Abowut Privatefirewall 7.0...

Help Homu The Privatefirewall Help menu offers several informational
Privatefirewall Help and functional options.
Tip of the Day

- Privatefirewall Help: Selecting this option will launch the integrated Privatefirewall User

Guide.

- Tip of the Day: Selecting this option will display a description for a Privatefirewall feature

that you may not have been aware of.

- Check for Updates: This option will allow you to verify that the version of Privatefirewall
currently installed on your system is up to date and download any newer builds that may be
available. Note: Privatefirewall automatically performs version-check every 24 hours and
upon system restart and will display an on-screen notification when a newer version that
the one installed is available for download. This feature was added in version 7.0.24.10

(posted July 18, 2011).

- About Privatefirewall: Selecting this option will display the version nhumber of the
Privatefirewall build currently installed on your system as well as copyright notice and a link

to the Privatefirewall product support page.

Tray Icon Menu
(This menu can be accessed by right-clicking on the Privatefirewall Tray Icon)

Privatefirewall works automatically after installation and the

Privatefirewall tray icon a should appear in the lower right corner
of the Windows Tray. Privatefirewall can also be accessed by right-
clicking on the tray icon. A pop-up box appears (see right) and
contains the following options: Main Menu, Help, Settings, Training,
Allow, Filter, or Deny Internet Traffic, About, and Exit.

Main Menu___

9

Settings
Training
Allow Traffic

Fiter Traffic
Block Traffic

About Privatefirewall
Privatefirewall Help

Exit

© 1999-2013 PWI, INC. / Privacyware All rights reserved.

Page 60




Privatefirewall 7 User Guide

Privatefirewall Toolbars

Main Settings Toolbar

,}‘_ Settings - This will display the settings menu, which consists of various Main
“*  Manu and alert display options.

" Reset Default Settings - This will reset all Security and Application settings to
d factory defaults. This is useful when application rules have been allowed or
blocked in error, etc.

ﬁ '| Outbound Email Anomaly Detection - This will allow or block all outbound
email based on the information provided by the Email Anomaly Detection
feature.

E“U Exit - This will minimize the main Privatefirewall screen display, but will not
disable Privatefirewall.

Profile Settings Toolbar

Every Privatefirewall profile can be configured and defined by adjusting the Network,
Internet, and IP Security settings within the Main Menu. Click on the appropriate Firewall
Profile Icon to modify the rules/settings for that Profile.

;g I { Home Profile - This profile is used for home or home-networked
il [

Nl environment with no other existing firewall protection. Suggested settings:
Internet - HIGH, Network - HIGH for single computer, LOW for home network.

Office Profile - This profile is used within a networked environment

:)'5 ;J‘i::' ,{ 1 where an existing company firewall is present. Suggested settings: Internet
- HIGH, Network - LOW; Check with your systems administrator to confirm settings.

: : Remote Profile - This profile is used when connecting to a company
,-'_5 J_fJ .{ J network where there is no firewall protection, or a local network where
— security is unknown. Suggested settings: Internet - HIGH, Network - HIGH

One example where Privatefirewall's "one-click" adjustment of these profiles may be
beneficial is when a computer is used for Home and Office use. At Home, the computer is
not likely connected to a network, may not be protected by a hardware-based firewall, and
is connected via broadband or dial-up connection. At the office, the computer is connected
to the company network which requires that other local users have access, uses a company-
wide firewall, and has broadband Internet access. These two scenarios may require
Privatefirewall to be configured in two different ways.
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Information in this document is subject to change without notice. The software described in this document is
furnished under a license agreement or non-disclosure agreement. The software may be used or copied only in
accordance with the terms of those agreements. No part of this publication may be reproduced, stored in a
retrieval system, or transmitted in any form or any means electronic or mechanical, including photocopying and
recording for any purpose other than the purchaser's use without the written permission of Privacyware.

All other trademarks and registered trademarks are the property of their respective holders.
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